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&1 : INTEL-SA-00075-GUI DEEADHF14)

2 INTEL-5A-00075 Detection Tool X

Risk Assessment A
Based on the analysis performed by this tool, this system is vulnerable.

Explanation:

The detected version of the Management Engine firmware is considered vulnerable for INTEL-
SA-00075.

If Vulnerable, contact your OEM for support and remediation of this system.

For more information, refer to CVE-2017-5689 in the following link: CVE-2017-5689

or the Intel security advisory Intel-SA-00075 in the following link: INTEL-SA-00075
INTEL_SA-00075 Detection Tool

Application Version: 1.0.0.0
Scan date: 2017-06-02 14:33:10
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Intel\Setup and Configuration Software\INTEL-SA-00075 Discovery Tool
XML
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aAVY—ILARYTa—F

Z& 3 - INTEL-SA-00075 I > Y —/LDET T—

&5 Bk

0 NOTVULNERABLE (If Discover command was run) | STATUS_OK
2 MACHINE_STATE_UNCONFIGURED

30 CLIENT_CONFIG_NOT_SUPPORTED

39 DISABLE_CCM_IN_ADMIN_MODE

83 HECI_NOT_INSTALLED

111 HECI_ERROR

500 DISCOVERY__VULNERABLE

501 DISCOVERY_POTENTIALLYVULNERABLE_PROVISIONED
502 DISCOVERY_POTENTIALLYVULNERABLE_UNPROVISIONED
503 DISCOVERY_CHECKWITHOEM

504 DISCOVERY_UNKNOWN_RISK

505 DISCOVERY_UNKNOWN

506 DISCOVERY_UNKNOWN_CPU

Z4 : INTEL-SA-00075 3>V —)LDH T B1E

B g gid

Application Version (7 71 4
—2 a3 MNR—Y3aY)

Scan Date (R ¥ ¥ > H)
Computer Name (I v Ea1—4%

—4)

FERLERAFYoY—ILDN—Da Y

AEx v UERTLI-AH
A¥x vy Lf-arvEa—42—04&H

N=—F5z70(>
Ry py—

Computer Manufacturer aVEa—4—DHER
(AYEaxi—42—0&iER)
Computer Model (A Ea1—%
—DETI)

Processor (At vH—)

AVEaA—32—DETIL

avEai—4—07atyy— - ETIL

ME 2 7—L9x7
DIER

ME Version (ME /A—< 3 V) LUTORADTELEME 77 —LI T T7DIN—2 3 VESOXFIE :

Major.Minor.Hotfix.Build

ME SKU

ME Provisioning State (ME R
EYa=v 4 niKEE)

ME Driver Installed (ME F5 4
N—DA VR b—LDFHE)
EHBC Enabled (EHBC &%)
LMS state (LMS MiKEE)

HDBDBEAE., VATLORAR Sy EV) T4 —Hige

ME £%7E DK RE

REH

TOE 3= 5a3hTOERA
JoEva= St
JOESaZ 5 EHR

True/False {E& (MEl KSA N—MRaVEa1—42—FLIZHEETHNESH)

True/False {E (VY X T LATHIAAHERRA THRR hR—IBREAENEDNE S H)
LMS H—EZXMNETH, BTSN TOERL, FEEFEELLZLMAESH
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LMS startup type (LMS 2 42 — LMS R4 — b7 v TOBEMNFE LA, 8. PXTL, BE. F&H. £HH0O

b7y TDIESE) 1R

MicroLMS state (MicroLMS Mk MicroLMS 4—E X HNRTH, ETSIATLVEL, FREFELLGZLANESH

£E)

MicroLMS startup type MicroLMS R 4 — b7 v TOBEMNFE L AL, 88, X TLA, BE. FE. £

(MicroLMS R 2 — k7 v J D& M OIEHR

)

ControlMode (3> FO—)L - ME SXRENDE—F

E—F) L. ACM, CCM

Is CCM Disabled (CCM AVEE%h) DSA4AF b -arba—)L - E— FEHBESHNE 5D : True/False/FBA

Is SPS (SPS T#%H %) TSS9 b ITA—LAMEBEDH B —N—+ TSy rT+—L - H—E X (SPS) VR
TLMNE S

k1) 24 A 1) R4 5 F2: IHADYRFHEDEY ) #SHEL TS,

INTEL-SA-00075 Discovery Tool Z AL TREDH DA TLEBANT 55E

HEEZITHVRTLEIR, BEEZZFDRA VT IADAV N IV (ME) 7 7—ALD T T7DIN—2 a3V EFARALTLT,
[R5] ICERZRSNTWBIRPYEYTA—HiEty F3D2D3b0WThh 1 D2ZELELDEERSINET,

A: Y—N— TSy bITH—L -HY—ERX(SPS) TT7 v kT+—LIE, INTEL-SA-00075 233 B He5EMHEHY T A, SPS T
Sy bkITr—LALIZF, —NN— - TSYFITA—LEDIRXPYEYT4—+ TP (ME)(PCH D—H) TEFTTSHIT7—LD17T

NHYET, COT7—LITIE, PC/I—IRT—230 TSV I+—LEDA VT - IAXPYEYT4—-T7—LDx
7 (ME LTZET) EIFXERY FT,

Z 5 . INTEL-SA-00075 Discovery Tool # &/ L TR 7 AAVINTEL-SA-00075 /251 L THEFEH E 50 HBrd SEE

fED & Ei EBEAHY F5 BEBEENABY EFEA

ME SKU AUTFILC TILAMT TR EY T | MESKU QENERIOIESSM) X MLy
4 — F1=1%
AVTFIREAVA—FK - 3IxPyE | £HO MESKU DEASHBEEDLENT7—ALD T
T7q— T onN—=UarEHIIRBHEIATWS

AT RARE—IL-ECRR-TFFK
INUT—2 (SBA)
ME N—23Y | MEN—Y 32 6xxx~ 11.7xXME | ME/A—U 30
TEJL FESH 3000 K e  6xxX~ 11.7xx TEJL FEEA 3000 LU
£
51: 9.5.22.1760 o {:11.6.27.3264
o 2.XXX.~ 5.xxX

o 117xxEKYKEL

F ATV RE-N-EDRR-TI/AO—(SBT) [ A1 VT RE—I - EDRR -7 FNUT—D (SBA) DI R T rE
)T 4—SKUTY,

INTEL-SA-00075 O >V —IJL - Y—LDRITHEREZEH S & 51 Microsoft* SCCM/N—FI 7 - £ RV M) —%Hki

w9 SAHE

Intel-SA-00075 O > Y —JL - Y—ILD#ER % Windows LR + 1) —[ZRET SHE. Microsoft: SCCM/N— KOz 7 - A URD Y

— IR A A L TR EA VR— 322 EMNTEFET, AT, BEDOAVEL2—4—DBEFEIET7—LI T 7OEHIZE
5. SCCMIZaLy Y avEBETEIENTEET, CNICE. ROFIEEETTILELHY ET,

1. SCCM configurationmof 7 7 A JLIZN—FD 7 - A RV b= - HSRZEBMLET,
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DSATF U REETINALDHELWWN—FRYTT7 - ARV R — - HSREFHIZLET,
BRID Y I b9z 7 - Ry —U %R L. INTEL-SA-00075 Console Tool (Intel-SA-00075-console.exe) ZEITL
i-a-o

VIRDZT - NG —DFRTETBEIRY - —H U REFHLET,

MOF 7271 ILDEE

S CHAOBEICHREBAY — A~ D HHBE. MOF 77 A VZEBEMAET, TO&5BY— —HENBBE, T5A
Y— - H—N—2TTEEEMA T EEL,

1.

N o u A

configurationmof 7 7 1 L& SR LFEJ, BEEIL \Program Files\Microsoft Configuration
Manager\inboxex\clifiles.src\hinv\ [CFTZEL E T,

Ny 7y 7 - aE—EERLES,
Configurationmof 77 A LZHRELET . F77 M LDREF TR/ A—ILLT, ROFTODLEIZA—VILEELEET,

//
// Added extensions end
//

KED 13~14R—CDMOF 77 IVDEERDIAVT VY%, FIR3DTOLEICBEYFITET,
I7ANLEREFELTHLEY,

configurationmof D$HET 4 LY F)—T, EBEEERZF D I—HF—LLTavr FIAVTrEERTLET,
Z® LTz configurationmof 7 74 )LEZ—47w MZL T, R4 v FEHERALAELT mofcomp ERTLET,

N—F9zTF7 ARV M) —DER

F:CAODEEZMATMND, HILWEENN—FIZT7 - A VRV MY —[ZRRENDETIZ, V53472 MIBHT HILEN
HYFET. ZEAFARBRENDFTORMBIIE. SEVOREOREHEITKELET,

N =

© ©®© N o 0~ W

10.
11.
12.

INTEL-SA-00075.mof EWSEH LW I 7 A ILEERLET,

MNTEL-SA-00075 IN\— K7 + A RV bY—DA UiR— k] (165 R—=D)DaAVTUoVEFRLLMER LT 7A4ILIZEE
YIIFTRELET,

Configuration Manager Console ##2& L £ 3,
Administration > Client Settings > Default Client Settings DIBIZERLFE T,
Default Client Settings 5% ') v 9 LT, Properties ZZ#IRLFT,
Hardware Inventory > Set Classes DJBEIZER L FE T,
[MYR—FZIVYILET,
INTEL-SA-00075.mof 7 7 1 JLICBBE L THEET,
lNmport both hardware inventory classes and hardware inventory class settings] (/A —FD 7 -4 RV F)—- U5 X
EN—FIT7 - ARV M) — - JSRBEDEAEAVR— T B)F T avhBRESN TSI L EMRELET,
[MoR—FZEVYVILET,
OK>OK DIEIZERLET,
SCCM [FZEERZE % dataldrlog 77 A ILDN—FHI 7 - 4 VR MY —[Z5EELET,
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SCCM /Xy r— DERE

1. 15 R—CSONYFI7A4ILEEB L. INTEL-SA-00075 A2V —IL - Y—ILDIT7AILERITHED I ILEF—IZRELE
-a-o

Configuration Manager Console ## 281 L £ 7,
Software Library > Packages DIBIZ#EIR L E T,
Packages #5H% ') w4 LT, Create Package ##IRL£T,
4 : Intel-SA-00075.
I'This package contains source files] (C DNV T —DIZIEY—R T 7AULDBEENE N ITF v II—IEANTET,
FIE1DNOTr—2 - THLT—EBRLET,
Next ZERLFET,
Do not create a program (7R Y S LZ#ER LAEL) #BIRLET,
Next > Next > Close DIEIZEIRLFET,
Ny r—SEBYLERMARA V MIBHELET,

22 0O N U AW

= O

SCCM R RY = — U ZADER

Configuration Manager Console Z#2& L E 9,

Software Library > Operating Systems DJBEIZZ#IR L F T,

Task Sequences #5747 ') v % L T Create Task Sequence &R L F9,
Create a new custom task sequence FILWAWR B L - BRY - O—HF U REEMT 5) &8 IRLET,
Next ZRIRLFET,

Intel-SA-00075 DBRIEANLET,

Next > Next > Close DIBIZERLET,

Intel-SA-00075 # XY « V=4 VREHYV VYU L, EditEV U v I LFET,
9. Add > General > Run Command Line DJEITERLFE T,

10. Command Line 7 1« —JL FIZ Intel-SA-00075.bat # A L F T,

11. Package Ry U XITF v I ¥—U ZANT Browse TEIRLET,

12. fEREH D Intel-SA-00075 /Xy F— U &E@IRLTOKEV Vv I LETS,
13. [OK] &2 Vv I LFET,

© N o M W=

Intel® SCS System Discovery Utility D {# %

Intel® SCS System Discovery Utility & [&?

Intel® SCS System Discovery Utility & [&4 > Ty b7y T - 7o R 22749 0L—32 YT LT (4 2TIL°SCS) R
A—rDAVR=—FRV LT, AT TFTIT4T - IRXTADL - TH/BS— (A VTIAMT), A VT REAUE—F - IR
YEYFA—(ISM) EFEZA VT RE—I - ESRR - FH /05— (A VTI°SBT) 2HHR— T BVRAFLET, N—FKHz7
EVI PO TOHMERFRM®ELET, EETT S E. Microsoft Windows LA R —EBEW/EIEXML 7 7 A ILICHEREZREET
BIENTEFET, COERIE. 77—LITTOEHFDEI—7 Y T BV RATLERDIT. MEOENEZXERTTA=HIZFERT S
ZENTEET,
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Intel® SCS System Discovery Utility ® AF ik

Intel® SCS System Discovery Utility D& > O0— K - Ry —JEUTHOAFTEES,
https://downloadcenter.intel.com/download/26691/Intel-SCS-System-Discovery-Utility.

Intel® SCS System Discovery Utility ZEAAL TI RO YEV T4 — I7—LOTT7DN—2 3 VEREBTHHE

Intel® SCS System Discovery Utility DIEAEZFERAL T, PATLDI7—LITFTDN—U 3 EFERL, VATLIZIRDYEY T
A4A—SKUMBFEELTWEINERT HENTEFET, COFERIE. HHD ManageabilityInfot I I a VIZREINTVET,
ZDY—ILDERITAHEIZDOWNTIE, 12 R—T® Tintel®SCS System Discovery Utility DFEfT 5% 29 a3 vESBLTLESL,

FiiVersion {BIZ[X. TNAARADBED I 7—LI T T7D/INN—2avhEENET T, AMTSSKUEIX., HAHEYER—rEShTWWST
2O EYTF4—SKUZRLET, FR6] THHEALTWLWAESIZ, Fiiversion & AMTSKU DEZFF v I LTV R TLDMBEZE
HErLTLEEELY,

Z 6 . lintel® SCS System Discovery Utility Z&/F L T X 7ALAVINTEL-SA-00075 (257 L THEZEN E S0 HBrd SEE

fED AR EsEERHYET fESEELRHYEFLEA
AMTSKU 4 > JL(R) Full AMT Manageability AMTSKU {EAYH A 27 L
ATILR REVE—FR - IROYEYT 14— F=1
AVFILR RE—IL - ESHRR T RNRAVF—2 ZfI0 AMTSKU DIEALKESHRED RN T 7—LD T
(SBA) T rNnN—T 3 EHICREEIATLS
H DA - HADH
<ManageabilityInfo> <ManageabilityInfo>
<AMTSKU=Intel(R) Full AMT Manageability </AMTSKU=> <FWVersion>9.0.13.1402</FWVersion>

<AMTversion>11.0.0</AMTversion>
<FWVersion>11.0.0.1202</FWVersion>

FiVersion | 4 UFI IRV YEYTA—SKUT7—LITTD | AT XA EYFT4—SKU T7—LDx

N—23 2 6xxX~ 11.7XxXME TEJL FEEMN TDN—T3

3000 ki e  6XXX~ 11.7xx TEJL KESH 3000 LL
£

f1: 9.5.22.1760 o #l:11.6.27.3264

o 2.XXX.~ 5.xxX
o 117xx&kYKEL

F AT RE=N-EDHRR T/ A= (SBN) &, A VT RE—I - EDRR « T RNV T—Y (SBA) HDOI P ¥ E
)5 4—SKUTT,

Intel® SCS System Discovery Utility D E{TA %

LR MY —OHIZT—2 2RHF

EEEERZF DAY —LLTavr R - FAVT FTRNDAT Y FEEFT L Tintel® System SCS Discovery Utility 2%£1TL. T—
BRELDRA M) —ICEETRAHFET,

SCSDiscovery.exe SystemDiscovery /nofile
XML IZZ7AIVDHZT—2#RE

KDY F%EFEAL T Intel® SCS System Discovery Utility #3RfTL. XML 7 7 A JLIZT—2 2RELEFT,

SCSDiscovery.exe SystemDiscovery <filename and path> /noregistry


https://downloadcenter.intel.com/download/26691/Intel-SCS-System-Discovery-Utility
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IRRETFANEBIE, VATFLFEERY FI—OHELOO—HILDEBFHICT I ENTEET, Ry IO HAZFERTIEE
[¥. Intel® SCS System Discovery Utility #1727 AV Y b ZOXRy FI—IHFLICEETAAT IV CRAHAIEHFDO LR
LEFT. F7MNBENRREBELLEWVMES. DXTLDFQDN A XML 77 ILAIZFERA SN, 774 JLiEIntel® SCS System
Discovery Utility ERIL T« LY b —IZRBESLET,

LERFY—EXML 7 7ALIST—2 2RTF
ROAT > FZEHEAL T Intel® SCS System Discovery Utility #EfTL. T—2Z LA M) —EXML I 7 LIZRTFELET,

SCSDiscovery.exe SystemDiscovery <277 A JLZ E/INR>

BIDBERLCL, Z7AINRBENRRERELLEWNGE., SXATLDFQDN A XML 77 A ILEIZERASH, 77 4 JL(EIntel® SCS
System Discovery Utility ERIL T« LY b U—ICRTFSINET,

Intel® SCS System Discovery Utility D#5R

Intel® SCS System Discovery Utility DR T—2DEIF. 1 VTI - IROYEYTA4—+ FIAN—DBIRATLIZEARAENTIND
MEIMIEKFELET A VTIIRDAVM-IUDY - A F—T x4 X (MEl) K54 /\—¢& Intel® Management and Security
Application Local Management Service (LMS) A% 535&. & YEHMGET—2 Yy FAFAMETY, UTICHRBET IHERIE. B0
ERFEOMEICHBROH IV ONDEET 2T —ILFOHFHBLTVET, TOMDT—42 7 4 —)L FOFEMIZDOLNTIE.
Intel® SCS System Discovery Utility DY — 2 7L ESBLTL W, BETICE > TE—FHD T 4 —IL FIZHIE L TWEMEENH
YES,

LR M) —DFER

LR R —ICRESNEHKRIT. ROBHTESRTEET,
HKIM\Software\Intel\Setup and Configuration Software\SystemDiscovery

F—0DiE :
{EDA&HT LOR R —DYTH— EDREA
FWVersion ManageabilityInfo AT RIRDAV R IO UDT7—Lox7 - N\

-3y
AMTSKU Manageabilitylnfo YR— PSR TWEIR DY EY T4 —HEE (HDI5ER)
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XML 77 € ILDEER
AT RADSAV R IS UDIT7—LII7 - N—C 3 VIEXMLOUTONRRTSRBTEET,

<SystemDiscovery>
<ManageabilityInfo>

<FWVersion> /N\—2 3 V&S </FWVersion>

VATLTHR—FENTVEIROVYEY T4 —HEE (HDBE) T XMLDRD/IARTERTEEY,
<SystemDiscovery>
<ManageabilityInfo>

<AMTSKU> YR v E T4 —#EES </AMTSKU>

SATFLEBHT—2%ZSCCMN—FOx7 - ARV MY —I2A4 R— b T B 5%

VRTLBET—2 OIE FOt R (. Microsoft* System Center Configuration Manager (SCCM) B ® Intel® SCS Add-on #fERA L T
BEMETEET, COTRFUEAN VR M—LTDE. VRATLRET 2 EE8DHHEIITSCCMN—RI T - ARV R —H
BEDMERE . YR TLOALY VavIZH LT RTLDOBEERITT A-OICERATEL 2R - o— 7V ADEREBEMELET,
COTOLRTIRELEERIE. FEOHLIVATAICTI7—LVz7EHE Ty a2 LTHEDCEMERTISHSCCM ALY ¥ 3
VEERT AHIERShET,

Microsoft SCCM F Intel® SCS Add-on 9> O—FK - Ny 5 —2d, ULTHABLAFTEEY,
https://downloadcenter.intel.com/download/26506/Intel-SCS-Add-on-for-Microsoft-System-Center-Configuration-Manager.

MOF 771 ILDER

//======= Intel-SA-00075 Start ====

#pragma namespace ("\\\\.\\root\\cimv2")

#pragma deleteclass ("INTEL SA 00075 ME Information", NOFAIL)
[DYNPROPS]

Class INTEL SA 00075 ME Information
{

[key] string KeyName;
String MEVersion;

Uint32 MEVersionMajor;
Uint32 MEVersionMinor;
Uint32 MEVersionBuild;
Uint32 MEVersionRevision;
String MEDriverInstalled;
String MESKU;

String MEProvisioningState;
String LMSPresent;

String MicroLMSPresent;
String IsCCMDisabled;
String ControlMode;

String EHBCEnabled;

bi

[DYNPROPS]
Instance of INTEL SA 00075 ME Information
{


https://downloadcenter.intel.com/download/26506/Intel-SCS-Add-on-for-Microsoft-System-Center-Configuration-Manager
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KeyName="INTEL-SA-00075";

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|ME
Version"),Dynamic, Provider ("RegPropProv")] MEVersion;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|ME Version
Major"),Dynamic, Provider ("RegPropProv")] MEVersionMajor;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|ME Version
Minor"),Dynamic, Provider ("RegPropProv") ] MEVersionMinor;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|ME Version
Build"),Dynamic, Provider ("RegPropProv")] MEVersionBuild;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|ME Version
Revision"),Dynamic, Provider ("RegPropProv")] MEVersionRevision;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|ME Driver
Installed"),Dynamic, Provider ("RegPropProv")] MEDriverInstalled;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|ME

SKU") ,Dynamic, Provider ("RegPropProv")] MESKU;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|ME Provisioning
State"),Dynamic, Provider ("RegPropProv")] MEProvisioningState;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information]|LMS
Present"),Dynamic, Provider ("RegPropProv") ] LMSPresent;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|Micro LMS
Present"),Dynamic, Provider ("RegPropProv") ] MicroLMSPresent;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|Is CCM
Disabled"),Dynamic, Provider ("RegPropProv")] IsCCMDisabled;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|Control

Mode") ,Dynamic, Provider ("RegPropProv")] ControlMode;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|EHBC
Enabled"),Dynamic, Provider ("RegPropProv")] EHBCEnabled;

bi

//======= Intel-SA-00075 End ====
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INTEL-SA-00075 /\— K9 x7 - A RV R —DA ViR—

#pragma namespace ("\\\\.\\root\\cimv2\\SMS")

#pragma deleteclass("INTEL_SA_00075_ME_Information", NOFAIL)
[SMS_Report(TRUE),SMS_Group_Name("INTEL_SA_00075_ME_Information"),SMS_Class_ID("INTEL_SA_00075_ME_Information"),
SMS_Context_1("__ProviderArchitecture=32|uint32"),
SMS_Context_2("__RequiredArchitecture=true|boolean")]

Class INTEL_SA_00075_ME_Information: SMS_Class_Template
{

[SMS_Report(TRUE),key] string KeyName;

[SMS_Report(TRUE)] String MEVersion;

[SMS_Report(TRUE)] Uint32 MEVersionMajor;
[SMS_Report(TRUE)] Uint32 MEVersionMinor;
[SMS_Report(TRUE)] Uint32 MEVersionBuild;
[SMS_Report(TRUE)] Uint32 MEVersionRevision;
[SMS_Report(TRUE)] String MEDriverinstalled;
[SMS_Report(TRUE)] String MESKU;

[SMS_Report(TRUE)] String MEProvisioningState;
[SMS_Report(TRUE)] String LMSPresent;

[SMS_Report(TRUE)] String MicroLMSPresent;
[SMS_Report(TRUE)] String IsCCMDisabled;
[SMS_Report(TRUE)] String ControlMode;

[SMS_Report(TRUE)] String EHBCEnabled;

by

INTEL-SA-00075.bat /XY F 7 74 JL

@echo off

.\Intel-SA-00075-console

SET EL=%ERRORLEVEL%

rem Schedule HW inventory

SET HWInventoryGUID="{00000000-0000-0000-0000-000000000001}"

wmic /IMPLEVEL:Impersonate /AUTHLEVEL:Pktprivacy /namespace:\\root\ccm path sms client CALL
TriggerSchedule $HWInventoryGUID% /NOINTERACTIVE

echo Exit code: SEL%

exit SEL%

IREHITY—DH T

JOEYa= S EANDIAVEL—S2—

select * from SMS R System inner join SMS G System INTEL SA 00075 ME Information on
SMS G System INTEL SA 00075 ME Information.ResourcelID = SMS R System.Resourceld where
SMS G System INTEL SA 00075 ME Information.MEProvisioningState = "Provisioned"

LMS MESTh

AEHCEBEINTVDERE. ATV HROBERAZEMELELDOTT, FEHE, BRSNTLIHNENIHIDLT, FLEREISLDELLTITHADLLT, LWHEDHMEIEEDS
A EUREHETZEHDLDTEHY FA, BRITHBOFTERZME lntel's Terms and Conditions of Sale] ITRESNTWSIBEEZERE, 1 U TLEFVLHELIEEZESLOTELEL, FAa
TN BEORFELHERICET SBREL IR RORIE BEBN~ADOBESE, BREERE. HO0 HIFFE.
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EEE. TOMAMWHEEDOEBREEADORILZED) ICHALTHVDLWELZBEEZLEAVERA, 1 VTINEACRABLLBEERE, A1 VTILERIZTOA VTILEGOBEICLE > TASERORT
BHMNBIERIENS DL BARICKHLTHASNTELT . TOLSBEAFERSATLER A,
AT T/ AS—DHBEEEFIRIZSRATLEBRICE >TRLGY ., ®ETEIN—FIz7PYIT Y17, FLEY—EXROEMEABELLIHEENHY FT, REOMREG S X T LERIC
FOTERUVET, #RMMAEF1U T —2RETEEIVE2—53— - DRTLARHYFRA, F#HICOVTIE, BYVRATLA—D—FLERFEICSHNEDLE L2 M,
http://www.intel.co.jp/ B LT FZ& LY,
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