INTEL-SA-00075 #&MIFANEmR T B
=53]

TS ROEMEERA (FF/RAMT)., FIF/RIRESHE (ISM) FISE4F
RePEWIER (SBT)

&MFNEH/R INTEL-SA-00075 i ER
BiTHR 1.1-2017E 7B 20H

=T

AXEIESEBRISNEE, DUAESNAZERE INTEL-SA-00075 MR Z 2w, B UEEA TR £ 518 https://security-
center.intel.com/advisory.aspx?intelid=INTEL-SA-00075&languageid=en-fr WFENEZ &,

MPEEE—BHAR, HAEEREZIERMIAT: FROVRMEI 2 I ZAF T RO INTEL-SA-00075 &1 GUI N BiRZF
(Intel-SA-00075-gui.exe),

MBEEERES S ENNRETH/NTEIMERSE: FITEMT INTEL-SA-00075 #&NFEE T BERH A& (Intel-SA-00075-
console.exe) N2, LWTEARIBITERIN, FHIFLERE AR Windows SEMERA ( 7%k ) XML XH, DATFEEZWEND .,
YN BARR TS ERERSE, 15SH%E 2714 INTEL-SA-00075 (S FIEF T AT MiEmEE,

NREBEMHREESR, HEEFARKNR® REMBEERHE (RIFR°SCS) : HRFR°SCSEHBE—NBERNEFHETE, REFR®
SCS RARIMEMIER. MREBESEATRF/RCSCS TEHBRRMAXRREF R EMEERARWIFALERE, HNENEERILTA.
BSIHE 1001 BAERFNCSCS FRICWEHTEA .



https://security-center.intel.com/advisory.aspx?intelid=INTEL-SA-00075&languageid=en-fr
https://security-center.intel.com/advisory.aspx?intelid=INTEL-SA-00075&languageid=en-fr
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R
AX PR ERSRE A X E RN ARRZ NG ERRE/RC ATEEM SKU. &R/R® EMEERK (ZH/R°AMT) |
AR FRAEEIE (ISM) MZREF/R® NEWE AR (SBT) KIARZFNBBIERER.
IT TEAR AU X LR AR EE EIRIEH AP AR B E RSB ASESHERM, SSHREBRNSRUTAR:

1. BUHECERFRAEEN SKU NEPIHERARE RN MEL L EIRE R AR XS

2. BREBERAN A ERIERS (LMS) UERARE NN AL E RS R ARAI KA

3. EREAMAEEMERERS (A )
RFIGEZIEN: MAERKEPNE—S2EVERER/RAEEN SKU MUBRMEREFRE. WEekENASR, BUEEKENR
ER MR AR LMS Zal#1T, BREMNRE/RIUEEM SKU BMHEDE, ER/REBIZENBRIERA LMS DUER A A PRAY

"’ (di%) FABERIERRRAENREM LMS WEZEML, TNUBTRFERAR —LHRMFRARREN T ER R BEIH
TTESMOE A XLEERSMO A A] B3R 14 B RF XN R PR EEUE B AR.

H: ITMEBRREAR 6.0OXAZIFENELARREE/RTPIHEFIER, FELAEEH INTEL-SA-00075 #NMER T ABEKHIRIER R
EOBERE, XERTSEEMEMH 6.0.xx5 6.1.xx6.0 FEER, EXEFERERI/R SCS EHH ACUConfig /full BT R4t
MEBx "&£ HUHE &,

EEMIRAEPRENERSRIREHEY, BRAEERELIS, ARARES PEFRER TNEBRZAR (ZRHR°AMT),

{EF INTEL-SA-00075 & MFNER T H

INTEL-SA-00075 1&MFNEB T AR A?

AP T EERFER INTEL-SA-00075 & MAER TERBERARS JRES T RFREEBEIR INTEL-SA-00075 HATHEIRR]
W&, TENEH AR ARIITERSRE,

AN R T BIR A MRA,

o B MRAFEAREREFAFRRE, RMNEENEHRIFMAE RFHREXKRITM, WRART RS BRI,

o BINMRAREHAAHTXYE, EFMNTREITME, HRTTRNNERSRE. BRI RIERFMEE Windows * SEMRF/
XML X, IEARAHEES it B LT HERIMMERREN IT ERERRENSE.


http://www.intel.cn/content/www/cn/zh/support/contact-support.html#@23
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3XEY INTEL-SA-00075 & MFNER T H

INTEL-SA-00075 &M1& T AN T S ML FiIERE:
https://www.intel.com/content/www/cn/zh/support/technologies/000024133.html,

EREKR
e Microsoft Windows* 7. 8. 8.1 10
o AHIRIERFZRIEIEGANR

REKIZIH

REXRE

1317 INTEL-SA-00075 #&MANEMRT R, HiRBRER LHIRRIHITIRIE,
BERER

msiexec.exe /i INTEL-SA-00075 Detection and Mitigation Tool.msi /gn
XIGTEBRIAE R REE INTEL-SA-00075 RMFEE TR,
C:\Program Files (x86)\Intel\Intel-SA-00075 Detection and Mitigation Tool\

HHZITAR
REEHHE

21T INTEL-SA-00075 #&MAEMRT R, HIRBREE LHRRIEE
BEEE

msiexec.exe /x INTEL-SA-00075 Detection and Mitigation Tool.msi /gn

BTZIAENERBRRERA
INTEL-SA-00075-gui.EXE AIERE— &4 LinfT. MNERBEERERE L.

7 INTEL-SA-00075 B R BRI EEZ

INTEL-SA-00075 Detection Tool X

Risk Assessment A
Based on the analysis performed by this tool, this system is vulnerable.

Explanation:

The detected version of the Management Engine firmware is considered vulnerable for INTEL-
SA-00075.

If Vulnerable, contact your OEM for support and remediation of this system.

For more information, refer to CVE-2017-5689 in the following link: CVE-2017-5689

or the Intel security advisory Intel-SA-00075 in the following link: INTEL-SA-00075

INTEL_SA-00075 Detection Tool

Application Version: 1.0.0.0
Scan date: 2017-06-02 14:33:10

Host Computer Information

Name:l |
Manufacturer:| | v
| ——

Mnrdal-



https://www.intel.com/content/www/cn/zh/support/technologies/000024133.html
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BITEHETRTER

HEEERANR TSR RAIZIT INTEL-SA-00075-console.exe,

F3%:

Intel-SA-00075-console.exe [[#3<] | [EIR...]]

FBRXAEBT—F0L,

MBRLLHEMHS, MIETT discover @<,

2 1. INTEL-SA-00075 415 St DT

[AFLIS Thie
-Discover RERMHTIEF S, FREESNERER.

-Unprovision [password],
-u [password]

-DisableClientControlMode,
-DisableCCM

-DisableLMS

P 1TE

MIBRFFA 4 /R AMT 1B HZAEE/R® AMT Ih8E; T{ER TR ERNRIFRC
AMT RREBEELBARPEE,

FE: THEEMARGS{ERTZ INTEL-SA-00075 (6.1.xx11.6.x.x, H
NEBRRA S5 3000 AT ) MBI EHARA, 1RERRNEBRASAKF 3000 HIE
HRRA 6.1.x.x-11.6.x.x, BGHEC EIREIRMBIEE A BET(E,

KAZHEER/R AMT &P EFIREHENED, SThGSE, REREE
HANERIHEHER, T2 25 RNEGELIRIERN CLI .

2L HIEFRENTEAHAINE CCM B ZREBEH B,
M LMS RS,

Thie

-n, -noregistry
-c,-noconsole

-d, -delay <seconds>
-f, -writefile

-p <filepath>,
-filepath <filepath>
-h, -help, -?

-Discover

RNERRENEME

RNERRERERHS L

ERFRATNRERWDHE, MENEEEMAE, ZTEEXER,
BMERSN—MX . XHBERMNTHEI: <computername>.xml
WA, MBEREEER, WRINMERSKNTIEARNER.

2R Ean ST EAIIAE

Discover in ¥ R IMERMHRIZEFH G, RWANBRATERERMBUBBSENEMRER, MEREEFHETERHEMGS, F151T discover

ANA
AR ¥ o

-Unprovision

MIBRATAE R AMT IREFZRARIF/R® AMT IN8E; AT DT RAF/R® AMT IR &£ R AR B2 5 A P&,

—BR&, ®K/R°AMT M ISMEBNNITITENME LNERER. X532 EXMNNPREA RN ENRANZFER unprovision #p
LREVHECE, DPURSLEXT AT EERMEINRERI RS RANBIE,

THZEMARLHSERTFS INTEL-SA-00075 (6.1.xx11.6.xx, ERERRRASH 3000 AT ) MM EHIRA, 2058 ERENERRR
AEXKTF 3000 WELERRA 6.1.x.11.6.xx, BUERBNEIZEBREEAET/E,

-DisableClientControlMode

-DisableClientControlMode Be&FRHI 2 E KB FE _ERIF UL IERE T RERAEENRNAEENNBREERHTERRENETFH
RS ER, MEXLETRE, HENGERTRETXSE, FEUERREENRAHTYIENR. NMREEFENTUEIMOE BRI,
W FERA LMS IRS Z BT,
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EfBACCMBNSR
WMREWFER S, EATMM BIOS EERF/RAERN SKU, XREHBA CCM, FEWENHIER, DIREMINREIFUILINGE,
HTBRESR,

I BHFIERARESREMTE, FRTBETRIERSAARSE BIOS KRS, XETH, MNRTH, TESAFRE BIOS FEERERFR
ATEEM SKU, MAESEFEMITEN., BERENGEES, TRENSERMESIIINENTE,
-DisableLMS

DisableLMS si <22 LMS BRSS, 1fEA—1MERILR.

ft42LMS?

EH/RC EBNNRENAEFRAEERRS (LMS) 2—TRS, HEERIF/R® AMT, /R SBA SRR iRETSEEE NS
LBETHARMN AR ERBEARN SOAP 1 WS BIEINgE. Eaiifyr/Re Al SR 45|12 (ME) ixH (16992, 16993, 16994,
16995, 623 #1664 ) FiE @ ITE T ZEHF/R® MEI IREIZFER B 3 E -

HftEBE =

BEERERAEESIRNTEMAMAILEHFRE LMS (NBEHMER ) , AEFESALRS (NREBHEZR ) . AL, BEHSHEE,
DBRERAGEELZESRANBER TRIERLZREAEFEA LMS, HII1, NBEERKHNENNHREITRE/RAUSEERYE, @bl
BRI LMS,

2. INTEL-SA-00075 12415 5H Kl

INTEL-SA-00075 &M T &
NARRFRA: <NRAERhRA>
HiHAHEA: <BHAFNATIE>

= THITENER

HENEIR: <HENZIR>
FhER: <HHEMHLEE>

BE: <iEMEIS>

AIEEE: <QIBFERBIS>

Windows hRA&: <windows* iR &>

*kk ME 1%—[%\ *kk

RRA: <ZERF/R ME B4R A>

SKU: <mIEIR4INEE, MBRFE>

RE: <ME BBRE >

RENIRENTERE: <True/false>

=g <X /ACM/CCM>

CCMZEH: <True/false/R1>

EHBC /SH <True/False>

LMS KA < B17/B /A EFE>

LMS BB <BH/ZS/E/FN/ZRB /NotPresent>
MicroLMS IR%: < B17/BLE/AREE>

MicroLMS BRI <F&/&%/85/FEN/Z B /NotPresent>
2 SPS: <True/False>

o QU A
EF U TABTHAH,
< ZRSHPIWE
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IRATZZHE /

ERARSZWE; FFHREFR SKU/
IRALZZIWE; MEFW RATSZEMN /
WRARSZWE,; MESKU RZEE /

WWRAZARZSKE,; SMBIOS RIAXZHESE SKU/
IRFRZZWE; RREAEIBITSPSFW ( RBB[BFERSEMN ) /

RAWEHEEH, RALTFREERT
ZRAZWEHEEH, RALTFERERTE
BEBAH OEM/

ZRAHNBLARK >

MRZHEWE, BER OEM DEREUE RANIFNEE.

*kk E%{%—[@\ *kk
E5H CVE-2017-56809:

https://nvd.nist.gov/vuln/detail/cve-2017-5689

B HERF/REL LB Intel-SA-00075:

https://security-center.intel.com/advisory.aspx?intelid=INTEL-SA-00075&languageid=en-fr

FASRAf E NBIT4AZAEAE K 2 PiREA,

& 2. L IR i 15 RS

HE RRHNER
SEE MBI E RS | ZE HhR AT INTEL-SA-00075 ZZIE.
EEm RAREE 8L F/F INTEL-SA-00075 #8,1.T BF £ ZEAFHI E % hATR

ZEANEHEER, RALTREERS

ZRANEHEER, HERALTERBENRT

i5EX & OEM

AR

£FR

FE: INTEL-SA-00075 &I iREI MR EEUA F RS/ R SR IRMEFHKRESTERENHI AL L, MRERFREERSIE

'R B ST ",

EIt RS EHNENEIREEAERTF INTEL-SA-00075 BEE, BRESH
BB ZRI{ER INTEL-SA-00075 TEM R AT REENEE &, XEMBRAT
BEREBENNEEIRE.

EI RS ERENEIMEHEERTF INTEL-SA-00075 MBS, MMRRAE
EHEfHzAciEE, NWASNZSECEE BN EHE S EMERATEREEN
MEEEIRE,

M OEM ) SMBIOS H#&NIRIMNE R BRI B SKU, ERIZTAEEKRIT
ENFAE B RKEINGR, XATgERRARRR AMT, ISM  SBT IO
RAIERF. BRREBHNEFBMURIASHTENES 2SS,

It TEEERIT BB EERA KRR EE RN, ERAREHNASAHIER
DERBEE, NRELRSNIRR.

ARERTEBERE PMXEHEFHRSFFE LNEILER, WIREIERT
BEARZERMBRRAR Windows BER A LE T A, MRIZBDEFAEFRE,
MR AR AERIZT SPS BHARAMIT M spsinfo 2§ spsManuf A
B, MTNARFIHERE PMXRER,

A (MEI) X2 p MR ROAMEIRIRS (LMS) NEBNRENAREFENE, BANNTERERENFRNER. REETBHRR

XRFRERIEER.

EMRME
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ML RREFEL T EMERDA:
o 32 BRIEERL: HKLM\SOFTWARE\
Intel\Setup and Configuration Software\INTEL-SA-00075 Discovery Tool

o GA4RIERLA: HKLM\SOFTWARE\WOW6432Node\
Intel\Setup and Configuration Software\INTEL-SA-00075 Discovery Tool

XML

MBIMGEREEREN XML X, ZXHERERESHAT INTEL-SA-00075-Console.exe AHE B RASEan < TIPS ERIBEE
B, BEEXTEHBRE. BERAN LMS WEEZER, WRAMTEFE, WREEKIMNEAN B EXEBRAETIR. IR
ATFRIE AMT FRfFfER A S BTN IR & 1E.

2§ &R B 55

2 3. INTEL-SA-00075 E#) 5B [E1CF5

S5 RTWER

(o] NOTVULNERABLE (If Discover command was run) | STATUS_OK
2 MACHINE_STATE_UNCONFIGURED

30 CLIENT_CONFIG_NOT_SUPPORTED

39 DISABLE_CCM_IN_ADMIN_MODE

83 HECI_NOT_INSTALLED

111 HECI_ERROR

500 DISCOVERY__VULNERABLE

501 DISCOVERY_POTENTIALLYVULNERABLE_PROVISIONED
502 DISCOVERY_POTENTIALLYVULNERABLE_UNPROVISIONED
503 DISCOVERY_CHECKWITHOEM

504 DISCOVERY_UNKNOWN_RISK

505 DISCOVERY_UNKNOWN

506 DISCOVERY_UNKNOWN_CPU

4, INTEL-SA-00075 #4645 1 &

= s L]
Application Version (5725 1M T BRI RRA
hRZK)

Scan Date (F#BHA)
Computer Name (it EHE FF)

i T BIE1TH B HAF0AT 8]
SN EEIR

Computer Manufacturer (it8 | BSE HEMFEER
515 75)

Computer Model (it EHEE) TENES

Pl BN IRREE S

ME Version (ME kR &) MEBH#ER HHETE MEEHRASHFNHRE, BAWT:

Major.Minor.Hotfix.Build

ME SKU (ME B 5)

ME Provisioning State (ME it &
RE)

ME Driver Installed (2 &2/

RATERLINGE, NREHE

ME BC &R
REEMBIEERS
KREE

FERE

S

True/False B: REERHK MEI REER
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ME IE&11ER)

EHBC Enabled (J8 A EHBC)
LMS State (LMS IR7)

LMS startup type (LMS 5502
Eid))

MicroLMS state (MicroLMS ¥k
)

MicroLMS startup type
(MicroLMS BhZEaY)

Control Mode ({=#1&1F)

Is CCM Disabled (CCM 2 )

True/False B: EAREZRFBAAETFENHNRESE
LMS Service IEEIETT. KRBT, FAEFAE
XF LMS BEnRBEES 9 NotPresent, 515, &%, B, FHHZAMER

XF MicroLMS Service BT, KRBT, B2 EFENER
%xF MicroLMS BEiERIE% 9 NotPresent, 3|%. R4, BEl. FHTEZAMNER
ME Bc &8

7. ACM 3 CCM
True/False/Unknown f8: BEPEZEHIENEER

Is SPS (=2 SPS) FRREATEZSHEHRIRS R ERS (SPS) RE%E?
o RS ITEA ** PioRR s e B Z 2. L RINRLITF GRS

fERINTEL-SA-00075+& N T BRI SHMN R K

SEMPEAENN: REESSHMNEIES|Z (ME) BIREA, 88 X5 PEXN=MINEEZ—,

M REBRTFEERS (SPS) A&7 INTEL-SA-00075 MEAZ 22T, SPS FEEERSRES LN TERMHS|E (ME) (BF PCH)
EETNES, ZEGRRTFE PC/ITERTAE ETHES/RITEEME M (HBE ME LET) .

2 5. &/ INTEL-SA-00075 X T E/EZHEZ 5 INTEL-SA-00075 15 5 S K E

BE&R A1 2R

ME SKU (ME Intel® Full AMT Manageability ME SKU B R B ZE AN S Mm51 &

BS) Intel® Standard Manageability )
Intel® Small Business Advantage ME SKU BHIIEZBNSZmIER, BEHRARE
(SBA) TARZZN

ME Version ME BE#ARA 6.xxx-11.7.xx, BEM | ME E#4ARA :

(ME FR) N=/NF 3000 o 6xxx-11.7xx BEOAMERTHET

3000

5140 9.5.22.1760 o #lan: 11.6.27.3264

e 2.XXXo —H.XXX

o 1.7xXHESHRA

i BEROMEWEAR(SBT)RER/R® H/NE W EH(SBA) R EIR M SKU,

" & Microsoft* SCCM T4 DUEHSS INTEL-SA-00075 I=HI & TERLER

WMRAEEFE Intel-SA-00075 2 & TERNAERFMEE Windows TR, "TEILH'JFE%HR SCCMEHBRIATY RIESANENLES
R, XEFEEE SCCM BRI Binit BN HE G B, ENTIERE, BREEUTIR:

1. BREAEERERME SCCM configuration.mof XHH,

2. EEPIHIEPEAMBEGHBEREE

3. SIEZREBLEREMIEIT INTEL-SA-00075 =#lE T A (Intel-SA-00075-console.exe).
4. BIBE—MESFIIREITENREE.

MOF X RN
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B NBREBHMERREPE—8PRRSS, BEPRRSEE LEBKMOF X, &N, WEES—& KRS 1B MOF X,

1. #Fconfiguration.mof X, BiEBE{IF \Program Files\Microsoft Configuration Manager\inboxex\clifiles.src\hinv\
2. BB EMEIR,
3. 4g#E configuration.mof X, B TRMEINHEHNRE, BAGEEXLETRZ £:

//::::::::::::::::::::::::
// Added extensions end
//:=======================
4. BEARNIYE 13-14 7T LR MOF XHEMNAB IR FB=H LE—1T.
5. REFEHXRAZXHE.
6. EEEANBRTRM—1TaTRANEN, #X configuration.mof FIEM B R.
7. SHMEMEMconfiguration.mofizfTmofcomp, T@m<ITH XL,
EHER R ERN

¥ —BEHTE, BlIRE—LHEsgEtmERRL, ARXREMFEREMEEHEREP, XM TEEENNEKEIRTRIE
MEEEH .

BIE—1NE 4 INTEL-SA-00075.mof KIFF ST,

% 15 71 LRY INTEL-SA-00075 FEHBREN RBEBAMEIENX Y, HR7E.
/B5h Configuration Manager Console

Administration > Client Settings > Default Client Settings.

G5 T Default Client Settings > Properties,

¥&4% Hardware Inventory > Set Classes,

BEEN

SAAZE INTEL-SA-00075.mof X > T F,

WIAEEER S NEHBEREMEHERRIRE "IN,

10. BEEAN,

11. OK>OK,

12. SCCM BEH BB EICRE dataldr.log XA,

© © N o UM WN =

el SCCM R+

MEE 15 TIBIE— LIRS, FUHE ARSI F INTEL-SA-00075 #£#l& TEXHMNE—1TMBRT.
/85l Configuration Manager Console

Software Library > Packages,

B E T Packages > Create Package,

Z&R: Intel-SA-00075,

QEIRUEERE SR,

HENRHEER ()

Next,

©® N o o W=
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9. ¥#% Do notcreate a program,
10. Next > Next > Close,
1. BRGEED REEKNND KR

8l SCCM £33

A& Configuration Manager Console

Software Library > Operating Systems,

LT Task Sequences > Create Task Sequence,
1%3% Create a new custom task sequence,

Next,

BMIABIR: Intel-SA-00075,

Next > Next > Close,

ARPEE Intel-SA-00075 ES F5, ARRRE Edit,
Add > General > Run Command Line,
fECommand Line—#=ZH#j X Intel-SA-00075.bat

. ‘A% Package #EFHi%#ZE Browse,

. IEERIZ BIRE Intel-SA-00075 BH4E > OK,

. =& OK,

© N o o p W=

[ (N S (o)

(EHIAFR® SCS RANMNATH

WYFR°SCS RAMMEA TARMH A2

FR/R® SCS RAMNEA TER R B RO ZRMEERUHEM(SCON— AN, T ERBRMESIFRE/ R EMNEERAR(FEER®
AMT), REFROIDEEE(ISM). SERFRONEWEAR(SBTNRAANELEYVEHFMRER. BITERAIUREERMI Windows SER
F— P XMLXHE, ERITRTFEXRBETERHERNR TG THTHEN.

SREVSIRF/R® SCS RANMEATH

WRI/R® SCS R AN AREFN THE T ML TMILERE:
https://downloadcenter.intel.com/download/26691/Intel-SCS-System-Discovery-Utility,

PR SCS RGNSt A T B Kl EMEE SR AR A

REFR®SCS RARMEATERENERTRAFRERANEHRAMRRARZE XK AMT, ISM, 3 SBT, FH/R®SCS RAHMSE
A T E#HHERHH Manageabilityinfo BB RIRMLILIER. XTI RN, BSH%E 12 W LN E/TEFRCSCS RELWE
HBITAER.

FWVersion EERITENHANSTREMSRRA, AMTSKU B (B2 ) B8TENMZFTERES . BEF FWVersion #1 AMTSKU
DISEEBHNA SRR, 03X 6 FriiR,


https://downloadcenter.intel.com/download/26691/intel-scs-system-discovery-utility

wNRMEREER 1

2 6. (B Intel® SCS ZR LR HL [FFE/ZFHEF A ESAT INTEL-SA-00075 lTE 5 S KT,

BB S EEm
AMTSKU Intel® Full AMT Manageability AMTSKU BEREMALZ DN ZZMMIIR
Intel® Standard Manageability =
Intel® Small Business Advantage (SBA) AMTSKU EEMELZBNZSEMIIR, BEHRA
BRATRZEN
B RE
<ManageabilityInfo> L ieeant |

<AMTSKU>Intel(R) Full AMT Manageability </AMTSKU>
<AMTversion>11.0.0</AMTversion=
<FWVersion>11.0.0.1202</FWVersion>

<ManageabilityInfo>
<FWVersion>9.0.13.1402</FWVersion>

FWVersion | ME BI#RRAK 6.x.xx-11.7.xx, BEOAMNIFNF ME E/HhRA :
3000 o  6xXXX-11.7xx BEANMNFEAFHETF
3000
540 9.5.22.1760 o flEn: 11.6.27.3264

o 2.XXXo —5.XXX

o 1.7xXHESHRA

m

1 REFRONEWEAR(SBT)@AF/RC /NMEEH(SBA) IR EE 1% SKU,

BITHRRF/R°SCS RARUMIHIA

HIRNRFIEMRERP
MEEANREMPRTIAEABTUT®L, MBTEE/ROARA SCS KM IAEFBRIES NEMERS:

SCSDiscovery.exe SystemDiscovery /nofile

BURREFE — 1 XML

FERAMNTRSUBTRE/R°SCS RAKRMEATER, HRBHIBRTA— XML H:

SCSDiscovery.exe SystemDiscovery <3 {& ##§1=> /noregistry

“RHZHMBE AT NEANNEAI NI TFRELE, MEBEFEANELS, BRAEBTRIFR®SCS RALKMEA TENKSTIZN
KHEMESHR. METBEXHBNEE, RANTEAKREE (FQDN ) KAFHEZXMLXY,; XML PEEEESRE/R®
SCS RARMIATEMERERT.

HiRFRFREMRMXMLIME

FERAMNTRSLUSTRE/R®SCS RARMIATE, HEHBEFRFIEMERDR—N XML

SCSDiscovery.exe SystemDiscovery <3 {4& FigE>

WMATFTR, MRAIEEXHBMEE, RANTESBIEE (FQDN ) KA FGHEZIZXMLXH; ZXMLXHEEFHEAESERR® SCS R4
RUERATIEMERERT,

HHR®SCS RARMIATRMETER

REFR®SCS RARMEATEMEENAREENRA TR RAUEERAANRDEFESEEME. MRIEK/REERSKEND (MEI) Btz
RIS ROAERRS (IMS) NEBNRENARFEME, BANNIEREREAFRNER. NTHASETS S MR
RBRXWEFRXRBEE. BERNEGBBIENESER, BSHRERSCS RAAMEATAEXY, REEFRHHRFFRLERE
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==

/o

EMRAER

REESEMRNERMUTUATNE:
HKLM\Software\Intel\Setup and Configuration Software\SystemDiscovery

KEHE:

BRI MR T {Hi5EA

FWVersion Manageabilitylnfo HE/ROEES| EEHFhRA
AMTSKU Manageabilitylnfo SXEHNA SEMINE, MEFE

RAMZIFNEIRINEE (BEFE)
XML EIE 5| EE FRR AT XML R BA TR =

<SystemDiscovery>
<Manageabilitylnfo>
<FWVersion> R A= </FWVersion>

RAMMFNEERINE (BFE ) T XML PR TEE:
<SystemDiscovery>
<Manageabilitylnfo>
<AMTSKU> ERIIREE R </AMTSKU>

BEZERMBUIBESASCCM iEfi55H

WERAR MRV T TBE R R ST 0 I EEHERS (SCCMMZEHRF/R® SCS I SiMBMK. —BERRILEYN, BREMNTE
SCCMEEHER, DRERARMBIBEBHUEZRTETRARMNESFS. ETRVENEETHATFEIZSCCMESR, DESEIMA
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IR RAEFPIDE B EEES (SCCM) BIZKF/R® SCS fd A EE o ML TMIEERTS:
https://downloadcenter.intel.com/download/26506/Intel-SCS-Add-on-for-Microsoft-System-Center-Configuration-Manager.

MOF XHRIE M

//======= Intel-SA-00075 Start ====

#pragma namespace ("\\\\.\\root\\cimv2")
#pragma deleteclass("INTEL_SA_00075_ME_Information", NOFAIL)
[DYNPROPS]

Class INTEL_SA_00075_ME_Information
{

[key] string KeyName;

String MEVersion;

Uint32 MEVersionMajor;

Uint32 MEVersionMinor;

Uint32 MEVersionBuild;

Uint32 MEVersionRevision;


https://downloadcenter.intel.com/download/26506/intel-scs-add-on-for-microsoft-system-center-configuration-manager
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String MEDriverinstalled;
String MESKU;

String MEProvisioningState;
String LMSPresent;

String MicroLMSPresent;
String IsCCMDisabled;
String ControlMode;

String EHBCEnabled;

K

[DYNPROPS]

Instance of INTEL_SA_00075_ME_Information

{

KeyName="INTEL-SA-00075";

[PropertyContext("Local|HKEY_LOCAL_MACHINE\\SOFTWARE\\Intel\\Setup and Configuration Software\\INTEL-SA-
00075 Discovery Tool\\ME Information|ME Version"),Dynamic,Provider("RegPropProv")] MEVersion;
[PropertyContext("Local|HKEY_LOCAL_MACHINE\\SOFTWARE\\Intel\\Setup and Configuration Software\\INTEL-SA-
00075 Discovery Tool\\ME Information|ME Version Major"),Dynamic,Provider("RegPropProv")] MEVersionMajor;
[PropertyContext("Local|[HKEY_LOCAL_MACHINE\\SOFTWARE\\Intel\\Setup and Configuration Software\\INTEL-SA-
00075 Discovery Tool\\ME Information|ME Version Minor"),Dynamic,Provider("RegPropProv")] MEVersionMinor;
[PropertyContext("Local|[HKEY_LOCAL_MACHINE\\SOFTWARE\\Intel\\Setup and Configuration Software\\INTEL-SA-
00075 Discovery Tool\\ME Information|ME Version Build"),Dynamic,Provider("RegPropProv")] MEVersionBuild;
[PropertyContext("Local|HKEY_LOCAL_MACHINE\\SOFTWARE\\Intel\\Setup and Configuration Software\\INTEL-SA-
00075 Discovery Tool\\ME Information|ME Version Revision"),Dynamic,Provider("RegPropProv")] MEVersionRevision;
[PropertyContext("Local|HKEY_LOCAL_MACHINE\\SOFTWARE\\Intel\\Setup and Configuration Software\\INTEL-SA-
00075 Discovery Tool\\ME Information|ME Driver Installed"),Dynamic,Provider("RegPropProv")] MEDriverInstalled;
[PropertyContext("Local|[HKEY_LOCAL_MACHINE\\SOFTWARE\\Intel\\Setup and Configuration Software\\INTEL-SA-
00075 Discovery Tool\\ME Information|ME SKU"),Dynamic,Provider("RegPropProv")] MESKU;
[PropertyContext("Local|[HKEY_LOCAL_MACHINE\\SOFTWARE\\Intel\\Setup and Configuration Software\\INTEL-SA-
00075 Discovery Tool\\ME Information|ME Provisioning State"),Dynamic,Provider("RegPropProv")] MEProvisioningState;
[PropertyContext("Local|HKEY_LOCAL_MACHINE\\SOFTWARE\\Intel\\Setup and Configuration Software\\INTEL-SA-
00075 Discovery Tool\\ME Information|LMS Present"),Dynamic,Provider("RegPropProv")] LMSPresent;
[PropertyContext("Local|HKEY_LOCAL_MACHINE\\SOFTWARE\\Intel\\Setup and Configuration Software\\INTEL-SA-
00075 Discovery Tool\\ME Information|Micro LMS Present"),Dynamic,Provider("RegPropProv")] MicroLMSPresent;
[PropertyContext("Local|HKEY_LOCAL_MACHINE\\SOFTWARE\\Intel\\Setup and Configuration Software\\INTEL-SA-
00075 Discovery Tool\\ME Information|ls CCM Disabled"),Dynamic,Provider("RegPropProv")] IsSCCMDisabled;
[PropertyContext("Local|[HKEY_LOCAL_MACHINE\\SOFTWARE\\Intel\\Setup and Configuration Software\\INTEL-SA-
00075 Discovery Tool\\ME Information|Control Mode"),Dynamic,Provider("RegPropProv")] ControlMode;
[PropertyContext("Local|[HKEY_LOCAL_MACHINE\\SOFTWARE\\Intel\\Setup and Configuration Software\\INTEL-SA-
00075 Discovery Tool\\ME Information|EHBC Enabled"),Dynamic,Provider("RegPropProv")] EHBCEnabled;

I

//======= Intel-SA-00075 End ====
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INTEL-SA-00075 fE{EREN

#pragma namespace ("\\\\.\\root\\cimv2\\SMS")

#pragma deleteclass("INTEL_SA_00075_ME_Information", NOFAIL)
[SMS_Report(TRUE),SMS_Group_Name("INTEL_SA_00075_ME_Information"),SMS_Class_ID("INTEL_SA_00075_ME_Informatio
n" '

SMS_Context_1("__ProviderArchitecture=32|uint32"),
SMS_Context_2("__RequiredArchitecture=true|boolean")]
Class INTEL_SA_00075_ME_Information: SMS_Class_Template
{

[SMS_Report(TRUE),key] string KeyName;

[SMS_Report(TRUE)] String MEVersion;

[SMS_Report(TRUE)] Uint32 MEVersionMajor;
[SMS_Report(TRUE)] Uint32 MEVersionMinor;
[SMS_Report(TRUE)] Uint32 MEVersionBuild;
[SMS_Report(TRUE)] Uint32 MEVersionRevision;
[SMS_Report(TRUE)] String MEDriverinstalled;
[SMS_Report(TRUE)] String MESKU;

[SMS_Report(TRUE)] String MEProvisioningState;
[SMS_Report(TRUE)] String LMSPresent;

[SMS_Report(TRUE)] String MicroLMSPresent;
[SMS_Report(TRUE)] String IsCCMDisabled;
[SMS_Report(TRUE)] String ControlMode;

[SMS_Report(TRUE)] String EHBCEnabled;

I

INTEL-SA-00075.bat #t 2B 324

@echo off

AIntel-SA-00075-console

SET EL=%ERRORLEVEL%

rem Schedule HW inventory

SET HWInventoryGUID="{00000000-0000-0000-0000-000000000001}"

wmic /IMPLEVEL:Impersonate /AUTHLEVEL:Pktprivacy /namespace:\\root\ccm path sms_client CALL
TriggerSchedule %HWInventoryGUID% /NOINTERACTIVE

echo Exit code: %EL%

exit %EL%

WEEiAxRH

SERENTEN

select* from SMS_R_System innerjoin SMS_G_System_INTEL_SA_00075_ME_Information on
SMS_G_System_INTEL_SA_00075_ME_Information.ResourcelD = SMS_R_System.Resourceld where
SMS_G_System_INTEL_SA_00075_ME_Information.MEProvisioningState = "Provisioned"

LMS Big{T
select* from SMS_R_System inner join SMS_G_System_INTEL_SA_00075_ME_Information on
SMS_G_System_INTEL_SA_00075_ME_Information.Resourceld = SMS_R_System.Resourceld where
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SMS_G_System_INTEL_SA_00075_ME_Information.LMSPresent = "Running" or
SMS_G_System_INTEL_SA_00075_ME_Information.MicroLMSPresent = "Running"
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