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Risk Assessment ol

Based on the analysis performed by this tool, this system is vulnerable.
Explanation:

The detected version of the Management Engine firmware is considered vulnerable for INTEL-
SA-00075.

If Vulnerable, contact your OEM for support and remediation of this system.

For more information, refer to CVE-2017-5689 in the following link: CVE-2017-5689
or the Intel security advisory Intel-SA-00075 in the following link: INTEL-SA-00075
INTEL_SA-00075 Detection Tool
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//======= Intel-SA-00075 Start ====

#pragma namespace ("\\\\.\\root\\cimv2")
#pragma deleteclass ("INTEL SA 00075 ME Information", NOFAIL)
[DYNPROPS]
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Class INTEL SA 00075 ME Information
{

[key] string KeyName;
String MEVersion;

Uint32 MEVersionMajor;
Uint32 MEVersionMinor;
Uint32 MEVersionBuild;
Uint32 MEVersionRevision;
String MEDriverInstalled;
String MESKU;

String MEProvisioningState;
String LMSPresent;

String MicrolMSPresent;
String IsCCMDisabled;
String ControlMode;

String EHBCEnabled;

bi

[DYNPROPS]

Instance of INTEL SA 00075 ME Information

{

KeyName="INTEL-SA-00075";

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|ME

Version") ,Dynamic, Provider ("RegPropProv")] MEVersion;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|ME Version
Major"),Dynamic, Provider ("RegPropProv")] MEVersionMajor;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|ME Version
Minor"),Dynamic, Provider ("RegPropProv") ] MEVersionMinor;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|ME Version
Build"),Dynamic, Provider ("RegPropProv")] MEVersionBuild;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|ME Version
Revision"),Dynamic, Provider ("RegPropProv")] MEVersionRevision;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|ME Driver
Installed"),Dynamic, Provider ("RegPropProv")] MEDriverInstalled;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|ME

SKU") ,Dynamic, Provider ("RegPropProv")] MESKU;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|ME Provisioning
State"),Dynamic, Provider ("RegPropProv")] MEProvisioningState;

[PropertyContext ("Local |HKEY LOCAL_MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|LMS
Present"),Dynamic, Provider ("RegPropProv") ] LMSPresent;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|Micro LMS
Present"),Dynamic, Provider ("RegPropProv") ] MicroLMSPresent;

[PropertyContext ("Local |HKEY LOCAL_MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|Is CCM
Disabled"),Dynamic, Provider ("RegPropProv")] IsCCMDisabled;



[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information]|Control

Mode") ,Dynamic, Provider ("RegPropProv")] ControlMode;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|EHBC
Enabled"),Dynamic, Provider ("RegPropProv")] EHBCEnabled;

b
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INTEL-SA-00075 StE9|0] QIHIE 2] 7} 27|

#pragma namespace ("\\\\.\\root\\cimv2\\SMS")

#pragma deleteclass ("INTEL SA 00075 ME Information", NOFAIL)

[SMS Report (TRUE),SMS Group Name ("INTEL SA 00075 ME Information"),SMS Class ID("INTEL SA 00075 ME I
nformation"),

SMS Context 1(" ProviderArchitecture=32|uint32"),

SMS Context 2(" RequiredArchitecture=true|boolean")]

Class INTEL SA 00075 ME Information: SMS Class Template

{

[SMS Report (TRUE
[SMS Report (TRUE
[SMS Report (TRUE
[SMS Report (TRUE
[SMS Report (TRUE
[SMS Report (TRUE

( ) ykey] string KeyName;
( )
( )
( )
( )
( )
[SMS Report (TRUE)
( )
( )
( )
( )
( )
( )
( )

’

] String MEVersion;

] Uint32 MEVersionMajor;

] Uint32 MEVersionMinor;

] Uint32 MEVersionBuild;

] Uint32 MEVersionRevision;

] String MEDriverInstalled;
[SMS Report (TRUE)] String MESKU;
[SMS Report (TRUE) ]
[SMS Report (TRUE) ]
[SMS Report (TRUE) ]
[SMS Report (TRUE) ]
[SMS Report (TRUE) ]
[SMS Report (TRUE) ]

b

String MEProvisioningState;
String LMSPresent;

String MicroLMSPresent;
String IsCCMDisabled;
String ControlMode;

String EHBCEnabled;

INTEL-SA-00075.bat H| x| Z}!

@echo off

.\Intel-SA-00075-console

SET EL=%ERRORLEVEL%

rem Schedule HW inventory

SET HWInventoryGUID="{00000000-0000-0000-0000-000000000001}"

wmic /IMPLEVEL:Impersonate /AUTHLEVEL:Pktprivacy /namespace:\\root\ccm path sms client CALL
TriggerSchedule $HWInventoryGUID% /NOINTERACTIVE

echo Exit code: $SEL%

exit $EL%

select * from SMS R System inner join SMS G System INTEL SA 00075 ME Information on
SMS G System INTEL SA 00075 ME Information.ResourcelID = SMS R System.ResourcelId where
SMS G System INTEL SA 00075 ME Information.MEProvisioningState = "Provisioned"

LMS A3

select * from SMS R System inner join SMS G System INTEL SA 00075 ME Information on
SMS G System INTEL SA 00075 ME Information.ResourcelId = SMS R System.Resourceld where
SMS G System INTEL SA 00075 ME Information.LMSPresent = "Running" or

SMS G System INTEL SA 00075 ME Information.MicrolLMSPresent = "Running"
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