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BeepeHue

B 3TOM JOKyMeHTe npeacTaB/ieHO HECKOJIbKO AENCTBUN, KOTOPble HEOH6XOAUMO BbINOJIHUTL A1 OBHAPYXKEHUS N YCTPaHEHUA
CUCTEMHOM YA3BMMOCTU, onncaHHom B ctatbe INTEL-SA-00075. Jnsa nonyyeHUsa [ONOAHUTENbHOM MHPOPMALIMN O3HAKOMbTECH C
peKoMeHaaumnaMmn No obLecTBeHHOM 6e30MNacHOCTM Ha cTpaHuue https://security-center.intel.com/advisory.aspx?intelid=INTEL-SA-
00075&languageid=en-fr .

Ecnun Bbl UCNoO/Ib3yeTe BCEro O4MH KOMMNbIOTEP U XOTUTE ONpPeAe/IuTb ero CTaTyc: Mbl NpeasiaraeM UCNoNb30BaTh UHTePdENC
npunoxKeHua obHapyeHus, INTEL-SA-00075 (Intel-SA-00075-gui.exe), Ans BbINONHEHWA aHaM3a OAHOW UAN ABTOHOMHOW

CUCTEMBDI.

Ecnu Bbl XOTUTe onpeAennuTb CTaTyc U/Mav NPUMEHUTb UCNPaB/IEHUA 419 HECKOJIbKUX KOMMbIOTEPOB: Mbl NpeasiaraemM BaM
BOCMO/1b30BaTbCA NpUIoKeHMeM KoHconu (Intel-SA-00075-console.exe) Ana 06HapyKEHUA U YyCTPaHEHUs YA3BUMOCTMH,
npepctaBneHHoun B ctaTbe INTEL-SA-00075. 3To NpunoKeHMe MOMKET BbINMOHATL O6HapY»KeHWe 1 3anncb pesynbTaToB B
nokanbHbIM peectp Windows 1 dann XML (aononHUTebHO) AN8 UX nocniegytouero c6opa n aHanusa. MpunoxKeHne KOHCONUN TaKKe
MOXET NUCMOb30BaTbCA ANA YCTPaHEHMA yA3BUMOCTU. CM. Mcnosie308aHUE NpUoKeHUA 0BHAPYKEeHUA U yCMpPAHEeHUA ya38UMoCmu,
INTEL-SA-00075 Ha cTp. 2 Ans NoNyYeHUs AOMNONHUTENbHOM MHbOPMauuK.

Ecnu Bbl ABNS€TECh CETEBLIM AAMUHUCTPATOPOM U Ucnonb3yete npunoxeHue Intel® SCS (Intel® Setup and Configuration
Software): kKoMnnekT npunoxeHus Intel® SCS copepKUT anbTepHATMBY KOHCON, @ UMEHHO, NpunoxeHue Intel® SCS Intel® SCS
System Discovery Utility. Mbl pekoMeHayeM MCNoNb30BaTh 3TO NPUIOKEHME, EC/IN Bbl Y¥XKe 3HaKOMbI co cpeacTBamu Intel® SCS unn
XOTeNu 6bl NONYYUTb NOAPOGHbIE JaHHbIE O XapaKTepUCTUKax TexHonoruu Intel® AMT. CM. Micnosw3oeaHue npunoxeHus Intel® SCS
System Discovery Utility Ha cTp. 121.


https://security-center.intel.com/advisory.aspx?intelid=INTEL-SA-00075&languageid=en-fr
https://security-center.intel.com/advisory.aspx?intelid=INTEL-SA-00075&languageid=en-fr
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YcTpaHeHue ya3BMMOCTU

[JencTBus ycTpaHeHUs ysi3BUMOCTU, KOTOpPbIE NPeACTaB/IEHbl B 3TOM AOKYMEHTE, NpeAHa3HaYeHbl A1 NpefoTBpaLLeHums
HECaHKLMOHNPOBAHHOIO BK/IIOYEHUS 1 Ucrnonb3oBaHua SKU ¢ dyHKumsmn ynpasneHus Intel, TexHonorum Intel® Active Management
(Intel® AMT), dyHKumm MO Intel® Standard Manageability (ISM) n TexHonoruu Intel® Small Business (SBT), KoTopble He yCTaHaBNMBaKOT
obHoBneHue BcTpoeHHoro M0, ncnonblyemMoe Aas yCTpaHeHUsA 3TOMN YA3BUMOCTU.

WNT-cneumanmcTbl MOTyT BOCMO/b30BATLCSA STUMU MHCTPYKLMSMU B KAYECTBE OCHOBBI /1S CO34aHMA CLEEHAPUEB UM 334y,
BbIMOJIHAEMbIX HA KOHCOIAX YNPABAEHUSA A/1A KPYNMHOMACLITAOHbIX Pa3BEPTHIBAHUN C AENCTBUAMM MO YCTPAHEHUIO YA3BUMOCTEN.
[JencTeus npouenyp yCTpaHeHUs yA3BUMOCTU:

1. OTMeHa HacTpoeK KnmeHTckux SKU ¢ dyHKUmMaAMK ynpasneHus Intel ans ycTpaHeHUs BO3MOXHOCTEN 3/10YMbILLIEHHUKOB
NOYYEHUA CUCTEMHbIX MPUBUIETUIA.

2. OTKAYeHWe unn yaaneHue ciy»K6bl nokanbHoro ynpaeneHus LMS (Local Manageability Service) pns npepoTtepalleHus
NoJlyYeHUs 310YMbILLIEHHUKAMW CUCTEMHBbIX MPUBUIETUIA.

3. [dononHutenbHas KOHOUIypaLms NOKa/IbHbIX OrPaHUYEHUIN HACTPOEK GYHKLUMIA yNpaBieHuUs.

Kopnopauus Intel HacToaTenbHO pekoMeHAyeT UCNOb30BaTh B Ka4ecTBe NepBOro AeNcTBMA ANs BCEX NpoLeayp yCTpaHeHWs
yA3BUMOCTeN oTMeHy HacTpoek SKU ¢ dyHKumamMm ynpasneHus Intel pna ycTpaHeHUA BO3MOXHOCTM 3CKaslaumm ceTeBbIX
npusuaervii. na noAroToBAEHHbIX CUCTEM OTMEHA HAaCTPOEK A0/KHA BbINOMHATLCA A0 OTKIOYEHNA MW yaaneHns GyHKLUN
JNIOKanbHOro ynpasneHua LMS. HecMoTpsa Ha BO3MOXHOCTb MCNONb30BaHUA 06HOBNEeHHOro BctpoeHHoro MO gasa SKU ¢ dyHKuuamu
ynpaeneHus Intel, kopnopaums Intel HacToaTEeNbHO peKOMeHAYeT YCTPaHUTb CYLLECTBYHOLLYH BO3MOXHOCTb 3CKaNaLumMmn NOKaNbHbIX
NpUBWIErMiA NOCPEACTBOM YAANEHUA UM OTKAOYEHUA GYHKLMI LMS. [lononHNTENbHO 1 B KaYecTBe BTOPOro YPOBHSA 3aLlMThbl OT
Cly4alHOM NepeyCcTaHOBKM UK BKItOUYEHUS GYHKUMIA LMS, HacTpolKa 1 BbIKNOYEHNE HEKOTOPbLIX NapaMeTPOB KOHGUrypaLmm
yNpaB/iieHNA MOXET TaKKe BbINOJIHATLCSA C MOMOLLBIO MPOrpamMM onepauyoHHon cuctemsl (OC); oAHAKO Takne JONOAHUTENbHbIE
NIOKasbHble GYHKLMW ANs orpaHnYeHus KoHOUrypaunn ynpaBieHns MMetoT HeA0CTaTKM NoCaeayoLWwe OTMEHbl NX ENCTBUS.

MpumeyaHue.  TexHonorus AMT 6.0.x He NOAAEPKMBAET MOZE/b JIOKA/IbHON MOAFOTOBKU MW YNIPaBIEHUS KINEHTCKUMU
cUCTEMaMU U, B pe3y/bTaTe, ee HACTPOMKa He MOXET 6bITb OTMeHeHa ¢ noMoLbio nHTepderica OC 1 NnpunoxeHus gns
o6HapyKeHua 1 ycTpaHeHus yaseuMocTen, INTEL-SA-00075. Ansa nnatdopM, ncnonbsyrowmx sctpoeHHoe MO ynpasneHus
Bepcum .0.x.x unn 6.1.x.x, byaeT HeOH6XOAMMO MOJIHOCTLIO OTKIIKOYUTL HACTPOMKM C NoMoLLbo KoMaHabl M0 Intel SCS Suite,
ACUConfig /full, unn c noMoubto cuctemHoro MEBxX.

[ns nonyyeHuns noMoLum B peannsaumm 4enCcTBUMA YCTPaHEHUS YA3BUMOCTU, NPeACTaBNeHHbIX B 9TOM AOKYMEHTE, 06paTuUTech B
cny6y nogaep:ku Intel. B pazgene TexHonoruin BoibepuTe Intel® AMT (Intel® Active Management Technology).

Mcnonb3oBaHne npunoxKeHnsa obHapyXeHusa n yctpaHeHusa yassuMocTu, INTEL-SA-00075

YTo TaKkoe npuioxeHne o6HapyKeHusa u yctpaHeHus yassumocTu, INTEL-SA-00075?

MpunoxeHne obHapyKeHUs 1 ycTpaHeHus ya3suMocTH (Detection and Mitigation Tool, INTEL-SA-00075), MOXeT MCNo/b30BaThCA
JIOKa/IbHbIMK Monb3oBaTensMn unm NT-agMUHMCTPaTOPOM A4 onpeAeneHna ya3sBMMOCTM CUCTEMBI K Yyrpo3aM, NpeAcTaB/ieHHbIM B
pekoMeHaaumax Intel no 6esonacHocTy, INTEL-SA-00075. Bepcma NnpuaorKeHUs KOHCONWN TaKKe MOXKET UCMO0b30BaTbCA A4
BbINOJIHEHUA AENCTBUI YCTPaHEHUSA YA3BUMOCTM.

MpunoxKeHne 06HapyKeHUs 1 YCTPaHEHUS YA3BMMOCTEN AOCTYMNHO B ABYX BEPCUAX.

e [lepBas npeacTaBnseT cO60M NPUNIOKEHUE C NOIb30BATENBCKUM UHTEPdENCOM, KOTOPOE BO BPEMS BbINOJIHEHWA OOHaPYXUBaeT
MHdopMaLMto 06 annapaTHbLIX U NPOrPaMMHbIX CPeACTBaX YCTPOMCTBA U COOBLLAET OLEHKY BO3MOXHOIO pUCKa. ITa Bepcus
peKoMeHAayeTcs, ecin HeobxoANMa SI0KaIbHAsA OLLEHKA CUCTEMBI.

L] BTOpaﬂ BepcCcunAa npeacrtaBnAaeT co60M NCNONHUMBIN MOAYy/1b KOHCON, KOTOprPI BbIMONTHAET OUEHKY PUCKa U ,EI,GVICTBVIH AanAa


http://www.intel.ru/content/www/ru/ru/support/contact-support.html#@23

PyKOBOACTBO N0 O6HAPYKEHUIO U YCTPAHEHUIO YA3SBUMOCTEMN 3

yCTPaHeHUs ys3BUMOCTU. KpoMe TOro, OHa MOXET COXPaHUTb 0H6Hapy*KeHHYto nHbopmMaumio B peectpe Windows* n/unu B danne
XML. aHHas Bepcus sBnseTcs 6onee ygobHon ana UT-agMUHUCTPATOPOB, XKEeNALWMX BbINOJHATL OMnepaLmmn 06HapyKeHusa 1
ncnpasieHna Cpasy Ha HECKO/IbKUX KOMMblOTepax.

3arpysKa npunoKeHusa o6HapyXeHus u ycTtpaHeHus yassumocrten, INTEL-SA-00075

MpunoxeHne o6HapyKeHUA 1 ycTpaHeHus yaszBuMocTtel, INTEL-SA-00075, pocTynHO B BUAE NaKeTa 4 3arpysku
Ha caiiTe: https://www.intel.com/content/www/ru/ru/support/technologies/000024133.html.

CucreMHble Tpe6oBaHuA
e Microsoft Windows* 7, 8, 8.1 unn 10

L] A,D,MVIHVICTpaTVIBHbIl‘/‘I [OoCTyNn K JIOKanbHOM Ol'lepaLl,I/IOHHODI cnctemMe

YcTaHOBKa npUNoXKeHua

WNHTepaKTuBHasA ycTaHOBKa

3anyctute dann INTEL-SA-00075 Detection and Mitigation Tool.msi 1 BbINOAHWUTE MHCTPYKLMM Ha SKPaHe.
ABTOMaTUYeCKan ycTaHOBKa

msiexec.exe /i INTEL-SA-00075 Detection and Mitigation Tool.msi /gn
STa KOMaHJa YCTaHOBUT NPU/IOKEHME OOHAPYKeHUA U ycTpaHeHus ya3numocTel, INTEL-SA-00075, B KaTanor Mo yMOAYaHUIO,

C:\Program Files (x86)\Intel\Intel-SA-00075 Detection and Mitigation Tool\

YpaaneHue npunoxxeHus

WHTepakTUBHOE yaaneHue

3anyctute dann INTEL-SA-00075 Detection and Mitigation Tool.msi 1 BbINOAHWUTE MHCTPYKLMU Ha SKPaHe.

ABTOMaTU4eckoe yaaneHne

msiexec.exe /x INTEL-SA-00075 Detection and Mitigation Tool.msi /gn

Ncnonb3oBaHue NPUIOKEHNA C N0/Z1b30BaTe€/IbCKUM MHTepd)eﬁCOM

®ann INTEL-SA-00075-GUl.exe npegHa3sHayeH AnAa 3anycka Ha ogHOM cucTeMe. Bo BpeMsa BbIMONHEHUS MPUOXKEHNE OTOOPaKaeT Ha
3KpaHe 0bHapyKeHHY MHPopMaLmIo.


https://www.intel.com/content/www/ru/ru/support/technologies/000024133.html
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Puc. 1. lMpumep s3xkpaHa npunoxeHus INTEL-SA-00075-GUI ¢ ebixodHoU uH$popmMayuel

& INTEL-5A-00075 Detection Tool X

Risk Assessment ol
Based on the analysis performed by this tool, this system is vulnerable.

Explanation:

The detected version of the Management Engine firmware is considered vulnerable for INTEL-
SA-00075.

If Vulnerable, contact your OEM for support and remediation of this system.

For more information, refer to CVE-2017-5688 in the following link: CVE-2017-5689

or the Intel security advisory Intel-SA-00075 in the following link: INTEL-SA-00075
INTEL_SA-00075 Detection Tool

Application Version: 1.0.0.0
Scan date: 2017-06-02 14:33:10

Host Computer Information

Name:
Manufacturer:[ | v

Mandal-

Ncnonb3oBaHue nNPpUI0KEeHNA KOHCO/In

3anyctute dann INTEL-SA-00075-console.exe B KOMaHAHOM CTPOKE C afMUHUCTPATUBHBIMU NpaBaMu.
Mcnonb3oBaHue:
Intel-SA-00075-console.exe |[[xomaHma] | [napamerp...]]

3a 0fMH pa3 MOXHO YKasaTb TOJIbKO OAHY KOMaHAy. Ecnin KoMaHAa He yKasaHa, byeT oTobpaxeHa MHGOpPMaL s 06HapyKEHMS.

Ta6auya 1. Mapamemposl KOMAHOHOU cmpPoKu KoHconu INTEL-SA-00075

KoMaHpbl KOMaHOHOM OYHKUUM

CTPOKM

-Discover OTobpakaeT pesynbTaThl HA KOHCOMN U 3aNUCbIBAET AaHHbLIE B PEECTP.
-Unprovision [napons], Ypansaet Bce yctaHoBKM Intel AMT u oTKAtovaeT ¢pyHKUmK Intel AMT. Ona

-u [naponb] ycTpoincTea Intel AMT MoxeT noTpeboBaTbCsa yKasaTb Napo/ib aAMUHUCTPATOpPA.

MPUMEYAHWE. BeinonHeHMe 3TOM KOMaHAbl 6€3 Napoisi UCNob3yeTCs TONBKO C
BepcusiMn BcTpoeHHoro MO, paboTatowmmn ¢ npunoxeHmem INTEL-SA-00075
(6.1.xx=11.6.x.x Cc HOMepoM cH60pKu MeHee 3000). Ecnm ncnonesyroTcs Bepcun
BcTpoeHHoro MO 6.1.x.x-11.6.x.x c HoMepamu c6opku 6onee 3000, oTMeHa
HaCTpOoeK OyaeT BbIMONHEHA TO/IBKO C UCMO/Ib30BaHWEM NAPOJIS.
-DisableClientControlMode, MoNHOCTBIO BBIK/OYAET PEXUM KJIMEHTCKOrO yrnpaBfieHna B ycTponcTee Intel
-DisableCCM AMT. Nocne BbINOAHEHWNA 3TOW KOMaHAbl YCTPOMUCTBO OyAeT HEBO3MOXKHO
nepeBecTU B PEXNM KaneHTcKoro ynpasneHuna. MPUMEYAHUE. na oTMeHbl
3TOro fenCTBUA HET KOMaHAHOM CTPOKMU.
NPEOYNPEXOEHUE. BoccTaHoBNeHMe akTUBHOCTM CCM MoeT 6biTb
BbIMOJIHEHO He Ha BCex niatpopmMax.

-DisableLMS OTKNtoYaEeT cnyKoby LMS.

KomaHpHas cTpoka DyHKuUm

-n, -noregistry MpepoTBpalLaEeT 3aNnCb pe3ynbTaToB B peecTp

-¢, -noconsole MpepoTBpalLaeT oTo6paXKeHne pPesynbTaTOB Ha KOHCOM

-d, -delay <cek.> 3apeprkKa nepep 3anyckoM B ceKyHaax. Ecnm 3HaueHune He yKkasaHo,
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npuoxKeHne paboTaeT 6e3 3a4epKKU.

-f, -writefile 3anucbiBaeT pesynbTaThl B pann. ima ¢anna 3anvceiBaeTcs B popMare:
<nMfA_KoMnboTepa>.xml

-p <nyTb_danna>, MyTb K MecTy xpaHeHua ¢anna BbiBoga. Ecnm nyTb He yKasaH, dann byaeT

-filepath <nyTb_danna> 3anuncaH B KaTasior 3anycka NpuaoKeHus.

-h, -help, -? OTobparkaeT BCe KOMaHAbI, MapaMeTpbl U NX GYHKLMU

-Discover

KoMaHpa obHapyKeHua oTobparkaeT NoslydeHHYo MHGOPMaLMio Ha KOHCOU. [10 YMONYaHMIO OHA TaKKe 3anucbiBaeT AaHHble
0ob6HapyXeHus B peecTp. ECn Ha KOHCOMM KOMaHAA He yKasaHa, 6yeT BbINMO/IHEHO TONILKO OBHApPYKeHWe.

-Unprovision
YpanseT Bce HACTPOWKM U BbikAoYaeT GyHKumKM Intel AMT. [ins ycTponcTtsa ¢ TexHonorven Intel AMT MoXKeT ncnosib3oBaTbcA
napone.

Mocne koHdurypaumm npunoxkenmsa Intel® AMT u ISM aBTOMaTUYECKM NPOCNYLUMBAIOT TPAPUK YNpaBAEHUSA CETbIO Ballero
KoMMbloTepa. B cncremax, MMetowmx n3BecTHble yS3BMMOCTU 3CKanaLMm NpuBUIErum, HACTPOMKM AOMKHBI ObITb OTK/HOYEHbI C
MOMOLLbIO KOMaHAbl OTMEHbI HACTPOEK A/ NPeAoTBPALLEHNA HECAHKLMOHUPOBAHHOMO JOCTYNA K GYHKLUMAM ynpaBieHus.

3anycK 3Ton KoMaHabl 6e3 napons paboTaeT ToNbKO € BepcusaMn BcTpoeHHoro MO, npeactaBneHHbiMu INTEL-SA-00075 (6.1.x.x—
11.6.x.x c HOMepaMu c6opkmn MeHee 3000). Ecnm ncnone3ytotca Bepcmm BcTpoeHHoro MO 6.1.x.x-11.6.x.x c HOMepamn c6opKu bonee
3000, oTMeHa HacTPOEK ByAeT BbINOIHEHA TONLKO C UCMO/Ib30BAHUEM MAPOIA.
-DisableClientControlMode
OrpaHunyeHne KoHoUrypauum ¢ ncnonb3osaHuem -DisableClientControlMode aBnaeTca Heobs3aTeNbHbIM AENCTBUEM ANA
K/IMEHTOB, KOTOPbIM HEO6XOAUM BTOPOW YPOBEHb 3aLLUTLI OT YA3BUMOCTEN, KOTAA 3/10YMbILIEHHUKM NbITAOTCA MNONYYUTH
npusunernn agMmHuctpatopa OC. OTMeHa 3TUX HAaCTPOEK AOCTAaTOYHO C/IO¥HA U MOXKET He NOoAAEePKMBATHCA MPOU3BOAUTENEM
KOMMbIOTEPA3, @ TaKKe NoTpeboBaTb HEMOCPEACTBEHHOrO A0CTYNA K cncteMe. Ecnum Bbl pelunan BbINOAHUTL 3TO AOMNONHUTENBHOE
orpaHuyeHne KoOHOUrypaumm, OHO AOMKHO OblTb PeanM30BaHO A0 OTKAKYEHUA CNyX6bl LMS.

Levictena pns BocctaHoBeHUs paboTsl CCM

Ecnv aTo nopgaepnBaeTca NPoM3BOAUTENIEM Ballero KOMMbOTEPa, Bbl CMOXeTe BbiNo/HUTL copoc SKU ¢ yHKUMAMM ynpasneHus
Intel B cuctemHom BIOS, yto BHOBb BKIOUNT CCM. [POKOHCYNLTUPYNTECH Y NPOU3BOAUTENSA, YUTOObI Y3HATb, MOAAEPKMBAETCS M 3Ta
BO3MOMHOCTb U KaKne JencTBnA HeOBXOANMBI.

MpuMeyvaHue. Npoun3BoaMTENb MOXKET NPEAOCTaBUTb CPEACTBA, MO3BOAOWME BaM CKOHOUIypMpoBaTb HacTponkm BIOS ¢
nomolubio OC. 3TK cpeacTsa (ecm AOCTYMHbI) MOTYT MO3BOJIUTL BaM BbIMNOMHUTbL C6poc napameTpoB SKU ¢ dbyHKUUAMM ynipaBneHus
Intel B BIOS 6e3 HenocpeacTBEHHOrO GU3NYECKOro KOHTAKTa C KOMMbloTePoM. O6paTUTECh K MPOU3BOANTENIO BaLllero KOMMbOTepa,
4YTOObI Y3HATb O HANNMYNKN CPEACTBA C 3TOMN GYHKLUMOHANBHOCTbIO.

-DisableLMS
KomaHpa DisableLMS oTkntouvaeT cnyxby LMS B KavecTBe fencTBMA yCTPaHEHUA YA3BMMOCTMW.

YT10 Takoe LMS?

MpunoxeHue Intel® gna ynpaeneHus n obecneyeHus 6esonacHoctu, LMS (Local Management Service), agnsetcsa cnyx6om, KoTopas
pa3spellaeT paboTy NPUNOKEHUI Ha NOAAEPHKMBAEMbIX ycTpolrcTBax Intel® AMT, Intel® SBA unu Intel® Standard Manageability ans
ncnonb3oBaHua o0bblvHbIX GyHKLMI SOAP 1 WS-Management. OHo npocnylwmBaeT nopThl Intel® Manageability Engine (ME) (16992,
16993, 16994, 16995, 623 1 664) 1 HanpaenseT Tpaduk Bo BcTpoeHHoe MO c nomoubto gpansepa Intel® MEL
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JononHuTeNbHbIe acneKThl

Jloboe nnuo, nMetoLLee afMUHUCTPATMBHBIE NpuBuaerun B OC, CMOKET NepeycTaHOBUTL CTYKOy LMS, ecnv oHa yaaneHa, unm
BK/IIOYUTb €e, eC/IN OHa BblK/ItoYeHa. [103TOMy Ba*KHO NPOABAATL OCTOPOXKHOCTb, YTOObI U36eXKaTb HECAHKLMOHNPOBaHHOM
YCTaHOBKMW WM BKJIIOYEHUS CNy*K6bl LMS, noka gaHHas ya3BMMOCTb MPUCYTCTBYET B cucTeme. Hanpumep, cny»k6y LMS MoxHO
nepeycTaHOBWUTb, €C/IN B Aa/ibHENLLIEM Bbl BHOBb 3anyCcTUTe ycTaHoBWMK MO ¢ pyHKUmMaMM ynpasneHus Intel.

Puc. 2. lpumep 8618000 0aHHbIX Ha KoHconu INTEL-SA-00075-Console

[IpusoxeHMe oOHapyXeHMusa ya3BuMOCTM, INTEL-SA-00075
Bepcusa nNpuiioxeHus: <BepCUS IIPUIIOXESHMUI>
IaTa CcKaHMpPOBaHMA: <JaTa M BpeMsa>

**% JHpopMalLMsa O KOMIIbIOTEpe ***

Mg koMmIbioTepa: <uMMS KOMIbTEepa>
[IpousBOOUTEJE : <IPOM3BOAMUTEJIE KOMIbITEpa>
Momesnb: <MOIeJib KOMIbLOTepa>

[lpoueccop: <MoIejb IIpolleccopa>

Bepcus Windows: <Bepcus Windows*>

**xx Ynpopmaumsa ME ***

Bepcus: <eepcus BcTpoeHHOTO II0 Intel ME>

SKU: <dyHKUMSA yNpaBJIEHMS, €CJIM NPUCYTCTByeT>

CocTosgHMe: <COCTOSHME MNOOTOTOBkKM ME>

YcraHoBsieH mpareep: <True/False>

PexyMm ynpabJjieHus: <Her/ACM/CCM>

CCM BokJioueHO: <True/False/HeusBecTHO>

EHBC BximoueHo <True/False>

CocrosHue LMS: <akTuBHA/OCTAHOBJIeHA/OTCYTCTBYeT>

Tun sarpys3ku LMS: <s3arpyska/cucrema/aBToO/BpPydHY/BHKIOUEHA/OTCYTCTBYET>
CocTosHue MicroLMS: <akTMBHA/OCTaHOBJIEHA/OTCYyTCTByeT>

Tun 3arpys3ku MicrolMS: <sarpyska/cucrema/aBTo/BpPydHYl/BHKIIOUEHA/OTCYTCTBYET>
Hamuume SPS: <True/False>

*** OLeHka puckKa ***

Ha ocHOBaHMM aHajlM3a, BHIIOJHEHHOTO 3TUM IIPUIIOXEHMEM,

< »Ta cmcreMa yas3BuMma /

oTa CUCTeMa He uMeeT ysas3BuMocTu /

5Ta CHUCTEMa He uUMeeT ya3BMMOCTHu; He Intel SKU /

oTa CUCTeMa He MMeeT ysA3BMMOCTM; Bepcus BCTpoeHHOTO IO ME He noIBepxeHa ysS3BUMOCTU /
53Ta CUCTeMa He uMeeT ysa3BUMOCTM; ME SKU He NOIBEepXeHO ysa3BUMOCTU /

oTa CUcCTeMa He mMMeeT ysas3BuMocTy; SMBIOS ykasbBaeT Ha norpeburenbckuit SKU /

5Ta CUCTEeMa He MMeeT ysa3BUMMOCTM,; B cucTeMe paboraeT BCTpoeHHOoe IIO SPS (BcTpoeHHOe IIO
cayx0 cepBepHOM mmaTtdopmer) /

9T0 BCTpoeHHOoOe IIO cucTeMsl ObBLJIO OOHOBJIEHO, M CHUCTEeMa HaxOoOMTCH B HENOATOTOBJIEHHOM
cocToauum /

5T0 BCTpoeHHOe IIO cucTeMbl ObBLJIO OOHOBJIEHO, M CHUCTEMa HaxXOIOMUTCH B NOOIOTOBJIEHHOM
cocToauuu /

npoeepbTe y OEM-npomussomuresns /

PUCK CUCTEeMBl HEU3BECTEeH>

Ecimu cucreMa ya3BuMa, obpatureck k OEM-OPOM3BOAMTEJIO 3a NOIOIEPXKOM UM MHCTPYKLUMAMU IO
VICIIPaBJIEHUIO DTOM CUCTEMEH.

*** JIONOJIHMTEeJIbHasA MHbopMaLmsa ***
CMm. CVE-2017-5689 Ha cTpaHuie:
https://nvd.nist.gov/vuln/detail/CVE-2017-5689

or the Intel security advisory Intel-SA-00075 at:
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https://security-center.intel.com/advisory.aspx?intelid=INTEL-SA-

00075&languageid=en-fr

Jloruka, ncnonb3syemas as OLEHKU PUCKa, NosicHAeTcs B Tabnumua 2.

Tabauya 2. 3Ha4YeHUe UHPOPMAyUU OUEHKU

CoobueHune

3HaueHue

Ya3BuMOCTb

HeT yassumocTtu

BcTpoeHHoe MO 3Toih cucteMbl 661710 06HOBNEHO,
M cUCTeMa HaXxOAUTCA B HEMOATOTOB/IEHHOM
COCTOAHUU

BcTpoeHHoe MO 3Toi1 cucteMbl 661710 06HOBNEHO,
M cUCTeMa HaxoAUTCA B NOATrOTOB/IEHHOM
COCTOAHUU

MpoBepbTe y OEM-npoussogutens

HeusBecTHO

Pe3ynbTathbl

O6Hapy»keHHas Bepcua BcTpoeHHoro MO Management Engine cumtaeTcs
ys3BuMon ans intel-SA-00075.

CuctemMa cOOTBETCTBYET KpuTeputo "HeT ya3BmMocTn", onncaHme KOTOporo
npepcTaBneHo B MOeHmMuuKayus ya36uMoOCmu cUuCmemM 8 NOMOU,bHO
npunoseHua obHapyeHus INTEL-SA-00075 Ha cTpaHuLe 8.
O6HapyeHHoe BCTpoeHHoe MO 3To cUCTEMbI COAEPHKUT UCMPaBAeHNEe
ana INTEL-SA-00075. Y6epuTech B TOM, 4TO nepes, NoBTOPHOW
NOAroTOBKOW /19 OTMEHbl HACTPOEK CUCTEMbI MCMO/b30BaIOCh
npunoxkeHue INTEL-SA-00075. OHO [OMKHO yaanuTb Ntobble
HECAHKLMOHMPOBAHHbIE HACTPOMKM KOHOUIypaLmW.

O6Hapy»eHHoe BCTpoeHHoe MO 3To cUCTEMbI COAEPHKUT UCMpPaBAeHNEe
ona INTEL-SA-00075. Ecnu cuctema 6bln1a nogroTosneHa A0 06HOBEHUA
BCcTpoeHHoro MO, npoueaypbl NOAHOTO YAaNEHNA HACTPOEK M MOBTOPHOM
NoAroTOBKW MO3BOJIAT YAA/IUTb NI06bIe HECAHKLMOHNPOBAHHbIE HACTPONKMU
KOHOUrypauum.

O6HapyrkeHHas nHdopmauma B SMBIOS OEM-npoussogutens
aemoHcTpupyeT SKU ¢ dyHKUMAMKU ynpaBaeHus, O4HAKO NPUJIOXKEeHME He
NoJsly4Mno OTBET Noc/ie 3anpoca NoAPOOHbIX AaHHbIX U3 Ballero
KOMMbIOTEPA. ITO MOXET ObIThb BbI3BAaHO OTCYTCTBMEM JpaiBepa
nHTepderica Management Engine. O6patutecs K OEM-npousBoanTento 3a
nHbOopMauuen, ecim Mofenb Ballero KOMMbOTEPa HAXOAUTCA B CMIUCKe
YA3BUMBIX.

MpunoxeHne He NONYYNNO AENCTBUTENbHbIN OTBET Ha 3aMpPoC AaHHbIX
annapaTHOM MHBEHTapu3aLuum Balero KomnbtoTepa. O6paTuTeCh K
NPOW3BOAMUTENO CUCTEMBI 32 MOMOLLBIO B ONpefesieHUn YA3BUMOCTU 3TON
CUCTEMBI.

370 co0bLLEHNE MOXKET BbITb MNOYYEHO Ha cepBepHO NiaTdopme 6e3
yCTaHOBNEHHOro aparneepa PMX. Bo3MOKHO, 3TOT AparBep AOCTYMNEH He
ana scex Bepcnin OC Windows. Ecnu gpariBep oTcyTCTBYeET,
peKoMeHAyeMbIM pelleHreM ByaeT 3anyck npuaoxkenun spsinfo nam
spsManuf, noctaBnaemsbix ¢ Bepcuen BcTtpoeHHoro MO SPS. O6a
NPWIOXKEHNA MOTYT UCMONb30BaTbCA AJ/18 YCTaHOBKKU fpanBepa PMX.

MpuMeyaHme. O6bEM JaHHbIX, OTOOPaKaeMbIX KOMaHAON 06HapyXeHua npunoxeHns INTEL-SA-00075, bypeT 3aBUCETb OT Hann4mA
3arpy»eHHOro B CMCTEMe CTeKa AparBepa ¢ PyHKuMaAMM ynpaBneHus Intel. Ecain gpamBep nHtepdenca Intel® Management Engine
Interface (MEI) n cnyx6a npunoxkeHus ynpaeneHua n 6esonacHoctu Intel® LMS (Local Management Service) yctaHoBneHbI, A9
oTOGparkeHUs ByaeT AOCTYNHO ropasfo 60/blue aHHbIX. HEKOTopble M3 Moen MOryT He NoAAEPKUBATLCA NPOU3BOAUTENEM

CUCTEMBDI.

MecTononoxeHue B peectpe
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3HayeHUsA 13 TabnnLbl Pe3ynbTaTOB MOXHO HaMTU B C/IefytOLLEM pa3aese peectpa:

e 32-paspagHble OC: HKLM\ SOFTWARE \
Intel\Setup and Configuration Software\INTEL-SA-00075 Discovery Tool
e  64-paspagHble onepauMoHHaa cucteMbl: HKLM\ SOFTWARE \WOW6432Node\
Intel\Setup and Configuration Software\INTEL-SA-00075 Discovery Tool

XML

Ecnu Bbl pelunTe 3anucatb pe3ynbTaThl B dann XML, aaHHbIN dann 6yaeT coxpaHeH B KaTanore, OTKyAa 6b110 3anyLeHo
npunoxeHue INTEL-SA-00075-console.exe, nan B MecTe, yKazaHHOM C MOMOLLbIO MapaMeTpa KOMaHAHOM CTPOKU. B Hero 6ypet
BK/IlOYeHa MHbopMauus 06 annapaTtHom MHBeHTapmsauuu, OC 1 Hanmuum cnyx6bl LMS. Ecnv B cncteMe npucyTCTBYET NOAAEPIKKA
AMT, B nHPOpMaLmio TaKkkKe byayT fobaBneHbl 0OHAPYKEHHbIe cneuyasbHble X3LWKW cepTUGUKATOB. ITOT CMMCOK MOMKET
NCNob30BaTbCA A1 MPOBEPKU X3LeN, XxpaHawmxcs B AMT.

Kopbl BO3BpaTa KOHCOMMU

Tab6auya 3. Kodsl sozspama KoHcosu INTEL-SA-00075

N2 3HayeHune

0 NOTVULNERABLE (ecnu 6bina 3anyweHa komaHga Discover) | STATUS_OK
2 MACHINE_STATE_UNCONFIGURED

30 CLIENT_CONFIG_NOT_SUPPORTED

39 DISABLE_CCM_IN_ADMIN_MODE

83 HECI_NOT_INSTALLED

111 HECI_ERROR

500 DISCOVERY__VULNERABLE

501 DISCOVERY_POTENTIALLYVULNERABLE_PROVISIONED
502 DISCOVERY_POTENTIALLYVULNERABLE_UNPROVISIONED
503 DISCOVERY_CHECKWITHOEM

504 DISCOVERY_UNKNOWN_RISK

505 DISCOVERY_UNKNOWN

506 DISCOVERY_UNKNOWN_CPU

Tabnuya 4. BbixooHbie 3Ha4yeHUa KoHcosu INTEL-SA-00075

3HauyeHune PacnonoxeHune OnucaHune

Application Version (Bepcus Bepcua ncnonbsyemMoro npuaoXKeHna CKaHMPOBaHUA
NPUNOXKeHNA)

Scan Date (JaTa [aTa 1 Bpems BbINOMHEHNA CKAHNPOBaHUA
CKaHUPOBaHMS)

Computer Name (Mmn MMA npockaHMPOBaHHOIo KOMMbIOTEPaA
KOMIMblOTEPa)

Computer Manufacturer AnnapatHas MNpounsBoauTenb KoMMbloTepa

(MpownsBoanTEnb KOMNbIOTEPA) | MHBEHTapu3auus

Computer Model (Mogenb Mogenb KoMnbloTepa

KOMIMblOTEpa)

Processor (Mpoueccop) Mogenb npoueccopa KoMnbloTepa

ME Version (Bepcus ME) NHdopmauwms o CTpoKoBOE 3HaYeHMe C NOSIHbIM HOMEPOM Bepcun BcTpoeHHoro MO ME B

BcTpoeHHOM 1O ME | cnepytoweM dopmarte:
Major.Minor.Hotfix.Build (ocHoBHas.BTopocTeneHHas.ncnpaeieHne.cbopka)

ME SKU DyHKLMA ynpasieHns, eciv NPUCyTCTBYET B CUCTEME
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ME Provisioning State CocTosiHme KoHpurypaummn ME
(CocToaHue nogrotoskn ME) He o6HapyxeHo
He nogrotosneHo
MofroToBKa BbINONHAETCA

MoarotoBneHo
ME Driver Installed (dparisep 3HauveHwue True/False, ecnu gpaneep MEl ycTaHOBNEH Ha KOMMblOTEpE
ME ycTaHoB/EH)
EHBC Enabled (EHBC 3HayveHue True/False, ecnmn cuctemMa MoOKeT 6bITb NOATOTOB/IEHA C MOMOLLBIO
BKJ/IHOYEHO) KOHPUrypaumm Embedded Host
LMS state (CocTtoaHue LMS) MHdopMaums o cOCTOAHUUN Cnyk6bl LMS - akTUBHA, HEaKTUBHA UM OTCYTCTBYET
LMS startup type (Tun 3anycka MHdopmMauwms o Tune 3anycka LMS - NotPresent (oTcyTcTByeT), Boot (3arpyska),
LMS) System (cuctemHbin), Auto (aBTo), Manuel (Bpy4Hyto) nnum Disabled (BbikntoueHa)
MicroLMS state (CocTosHune NHdopMauma o cocToaHUM ciy»K6bl MicroLMS - akTuBHa, HeaKTUBHa UK
MicroLMS) OTCYTCTBYET
MicroLMS startup type (Tun NHpopmaumsa o Tvne 3anycka MicroLMS - NotPresent (oTcyTcTByeT), Boot
3anycka MicroLMS) (3arpyska), System (cuctemHbin), Auto (aBTo), Manuel (Bpy4Hyto) nnm Disabled
(BbIKNtOYEHA)
Control Mode (Pexum Pexknm koHPurypaumm ME
yrnpaBneHus) None, ACM nnn CCM
Is CCM Disabled (CCM Cratyc True/False/HensBecTHO ans pexunma ynpasieHUs KIMEHTaMU BbIK/IHOYEH
BbIK/IFOYEHO)
Is SPS (SPS) ABnseTtca nvu nnatdopma SPS (Server Platform Services) cuctemoir 6e3 ysssumMocTun?
*** OueHKa pucka *** OueHka pucka Cm. Tabauya 2. 3HavyeHue UHGOPMayUU OUEHKU

NaeHTudMKaumna yasBUMOCTU CUCTEM B MOMOLLbIO NPUNOKeHUA o6HapyxeHus INTEL-SA-00075

Ya3BMMble CUCTEMbI ONPEAENAIOTCS MO HAJIMYUIO Y3BMMOW Bepcumn BcTpoeHHoro MO Intel® Management Engine (ME) n ogHoro n3
Tpex HabopoB GyHKLMIN yNpaBaeHUs, yKasaHHbIX B Tabamua 5.

Mpumeuanue.  Tnatdopmbl SPS (Server Platform Services) He aBnatoTca ya3BuMbIMU Mo AaHHbIM INTEL-SA-00075. CepBepHble
nnatpopMbl SPS nmMetoT BcTpoeHHoe M0, paboTatouiee ¢ nomolubio Manageability Engine (ME) (4wacte PCH). 3To BcTpoeHHoe MO
oTAMYaeTca oT BcTpoeHHoro MO ¢ ¢pyHKumamu ynpasneHus Intel (Takxke paboTtaeT Ha ME) Ha nnatdopmax MK/pabounx ctaHum.

Tabauya 5. Kpumepul onpedesieHuUs ya38UMOCMU CUCMEM, YKa3aHHbIx 8 cmamee INTEL-SA-00075, ¢ noMoWwbo NpUIOKEHUS
ob6HapyxeHusa INTEL-SA-00075

NmMa 3HaueHusa | YA3BUMOCTb HeT yasBumocTtu

ME SKU Intel® Full AMT Manageability 3HayeHna ME SKU He npeacTaBnieHbl B CNINCKe
Intel® Standard Manageability yA3BMMOCTeN cneBa
(CtaHpapTHOe ynpasneHue Intel®) -nnu-
Mpenmyuiectea ans Manoro 6usHeca | 3HaveHma ME SKU cneBa c Bepcuei BCTPOEHHOMO
Intel® (SBA) MO, KoTopoe He UMeEeT yA3BUMOCTH

Bepcua ME ME Bepcun 6.x.x.x — 11.7.x.x co Bepcun ME:
3HaYeHUsMn c6opKkn MeHee 3000 e  6.xXxX-11.7.XxX CO 3HaUeHUAMU COOPKHU

6onee nnn paBHbiMmM 3000

Mpumep: 9.5.22.1760 o [lpumep: 11.6.27.3264

o 2.XXX —5.XXX
. 11.7.X.X Unn Bbile

MpuMeyaHue. TexHonorua Intel® Small Business (SBT) npeactasnsieT co6oi SKU ¢ yHKLMAMM ynpaBneHna gasa TEXHONOMMK
Mpenmyuiectsa gns Manoro 6usHeca Intel® (SBA).

PacwupeHue annapaTtHoil uHBeHTapu3sauum Microsoft* SCCM ans po6aBneHus pe3ynbTaToB, NONYYEHHbIX HA
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KoHconu INTEL-SA-00075

Ecnu Bbl pewnTe XxpaHUTb pe3ybTaThl, Noy4YeHHble Ha KoHconu Intel-SA-00075, B peecTpe Windows, Bbl MOXKeTe MCMO/b30BaTb
CpeacTBO annapaTtHon nHBeHTapmsaumm Microsoft* SCCM ana nmnopTa pe3ynbTaToB. DTO NO3BO/IMT BaM CO3JaBaTb KOJIEKLUN B
SCCM pns ueneBblX KOMMbIOTEPOB U NOCAEAYIOWENO BOCCTAHOBNEHWSA UM O6HOBNEHUS BCTpOoeHHOoro MO. [1na 3TOro Bbl AOXKHbI:

[o6aBuTb Knaccel annapaTtHown nHBeHTapusaumm B dpann SCCM configuration.mof.
AKTMBMPOBATb 3TU K/1acChbl annapaTHON MHBEHTapM3aLMy B Ballen KIMEHTCKOM KOHOUrypauum.

Co3paTtb MPOrpaMMHbIN NaKeT A9 Pa3BePTLIBAHWUA U 3amnycKa NpunoxkeHus koHconm INTEL-SA-00075 (Intel-SA-00075-
console.exe),

Co3paTb NocnenoBaTeNbHOCTL 33434 419 BbINOJIHEHUA NpPOrpaMMHOro nakeTa.

N3MeHeHune dainna MOF

MpuMeyvaHue. Ecnu Bbl NCNOb3yeTe LEeHTPabHbIN CEPBEP B BALLEM OKPYMKEHUU, U3MeHUTe Ha HeM dann MOF. MHauve caenanTe 3tu
N3MEHEHMA Ha KaXK[LOM 13 OCHOBHbIX CEPBEPOB.

Hangute dpann configuration.mof. O6b14HO OH HaxoauTcA B nanke \Program Files\Microsoft Configuration
Manager\inboxex\clifiles.src\hinv\

CoenanTe pesepBHYHO KOMUIO.

N3meHuTe dpann configuration.mof, nponmcTae ero Ao KOHLA U MOMECTUTE KypCOP Haj CTPOKOM:

//
// Added extensions end
//

BcTaBbTe cofepnmMoe nsMeHeHun danna MOF, npeacTaBaeHHbIX paHee B 3TOM JOKYMEHTE Ha cTpaHuue 13-14, Hag,
CTPOKOW 13 TPETbEro AenCTBUS.

CoxpaHuTe 1 3aKpounTe pann.

OTKpoOMTE NPUIOKEHNE KOMaHAHOM CTPOKM OT UMEHU aAMUHUCTPATOpa U NepenanTe B KaTanor ¢ Ganiom
configuration.mof.

3anycTuTe npunoxeHne mofcomp 6e3 napameTpoB, ykasas TonbKo dann configuration.mof.

N3MeHeHMs annapaTHOW MHBEHTapU3auum

prmeqauwe. Ona BCTYyNNeHUA B CUNTY 3TUX U3MEeHeHUM HeO6XO,£I,VIMO BpeMAa onAa nx oTnpaBkKUN Ha KIMEHTCKNE KOMMbOTEPbI U
0To6pa>+<eva HOBbIX 3/1IEMEHTOB B annapaTHoﬁ MHBEHTapwu3aunn. BpeMn BCTYNnNneHnAa U3MEHEeHUN B CUny 3aBUCUT OT KOH(I)VIpraLI,I/IVI
Ballero ceTeBOro OKpy*XeHunAa.

N

o o MW

Co3pamnTte HOBbIM dann ¢ umeHeM INTEL-SA-00075.mof.

CkonupymnTte cogepxumMoe MIMnopt annapatHon nHBeHTapusaumm INTEL-SA-00075 Ha cTtpaHuue 165 B HOBbIV dan n
COXpaHuUTe ero.

OTKpoWNTe KOHCO/b AucneTyepa KoHPUrypaumi.
"ABMUHNCTPUpPOBaHUe > [NapaMeTpbl KAneHTa > [apaMeTpbl KANEHTa N0 yMOoAYaHUto"
HaxkmMuTe npaBon KHOMKOM Mbiwu "lMapaMeTpbl KNMeHTa No ymonyaHuio > Ceoncrea”.

BbibepuTe "MHBEHTapu3auusa obopypoBaHua > 3agaTh Kaacchl”.
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7. Haxmute "MiMnopt".

8. TMepengunte Kk dpanny INTEL-SA-00075.mof > BbibepuTe "OTKpbITL".

9. Yb6epuTech, 4TO BbIGpPaH NapamMeTp "MIMNOPTUPOBATb KNACChl M MapaMeTpbl Knacca MHBEHTapu3aLlmm obopyaoBaHma”.
10. Haxkmute "mnopTt".

11. Haxmute "OK > OK".

12. SCCM 3anuweT nsMeHeHus B MHBeHTapu3auuto obopyaosaHus B ¢anne dataldr.log.

Co3panTte naketr SCCM

1. Co3pganTe KOMaHAHbIM dann, NpeacTaBAeHHbIN Ha CTpaHuue 15, U MOMeCTUTe ero B Nanky ¢ GanjioM NpUIoKEHNs KOHCON
INTEL-SA-00075.

OTKpOMTE KOHCO/b AMcrneTyepa KOHOUrypaunin.
"BubnnoTteka MO > MakeTbl".

HaxkmMuTe npaBon KHoMKoM Mbiwu "MakeTbl > Co3gath nakeT".
Mms: Intel-SA-00075.

Y6enntech, YTO 3TOT NAKET COAEPHKUT UCXOAHbIE dansbl.
MepergmTe B Nanky nakeTa, yKasaHHYO B NePBOM AeNCTBUN.
Haxmute "danee".

Bbi6epuTe "He co3paBatb nporpammy".

Haxmute "Oanee > Janee > 3akpbiTb".

2 g3 v ® N v kWD

= O

[ToMecTuTe NakeT B COOTBETCTBYHOWMNE TOYKN PaCcnpoCTpaHEHUA.

Co3paniTe nocnegoBatesbHOCTb 3aga4 SCCM

1. OTKpoWTe KOHCO/b ANcneT4Yepa KOHPUrypauun.
2. Nepengute "Bubnnoteka MO > OnepauMOHHbIE CUCTEMBI".
3. HaxmuTe npaBoi KHonKon Mellwm "MocnepoBaTeNbHOCTU 3a34a4 > Co3aaTh NOC/e0BaTeIbHOCTb 3a4a4".
4. BbibepuTe "Co3aaTh HOBYIO HACTpaMBaeMyHo NOC/e40BaTeNbHOCTb 3a4a4".
5. Haxmwute "Janee".

6. BeeguTte umsa Intel-SA-00075.
7. Haxmute "Nanee > [lanee > 3aKpbITb".

8. HaxXMuTe NnpaBOM KHOMKOM MbILWK NOCnefoBaTeNbHOCTb 3a4ad Intel-SA-00075 u HaxkmuTe "UaMeHnTb".
9. TMepenaunte "OJob6aBuTb > O6WMeE > BbINONHUTD N3 KOMaHAHOM CTPOKN".

1

1

Beeaute nms Intel-SA-00075.bat B none KoMaHAHOW CTPOKW.

= O

YcTtaHoBuTe napameTp "MakeT" u BoibepuTe "O630p".
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12. BbibepuTe paHee co3gaHHbIM nakeT Intel-SA-00075 > OK.
13. Haxkmute "OK".

Mcnonb3oBaHune npunoxenus Intel® SCS System Discovery Utility

Yro Takoe npunoxeHue Intel® SCS System Discovery Utility?

MpunoxeHue Intel® SCS System Discovery Utility aBnsetca komnoHeHToM KomniekTa MO Intel® SCS (Intel® Setup and Configuration
Software), B KOTOPOM COAEPHKUTCA CreumanbHas MHPopmMaums 06 annapaTHbIX U MPOrpaMMHbIX CPeACTBaX B CUCTEME,
nopaepuBatoLLen TexHonoruto Intel® Active Management Technology (Intel® AMT), dyHKumum Intel® Standard Manageability (ISM)
nnn TexHonoruio Intel® Small Business Technology (Intel® SBT). Mocne 3anycka OHO MOXKeT COXPaHUTb pe3y/bTaThbl B peecTpe
Microsoft Windows n/unu dpanine XML. 31a MHPpopMaLms MOXKET NCMO/Ib30BaTbCA A5 BbIbOpa CMCTEM M 0OHOB/IEHUSA BCTPOEHHOIO
MO wnn ycTpaHeHns ya3BUMOCTEN.

3arpyska npunoxxeHus Intel® SCS System Discovery Utility

MakeT 3arpy3ku npunoxeHus Intel® SCS System Discovery Utility gocTyneH Ha canTe:
https://downloadcenter.intel.com/download/26691/Intel-SCS-System-Discovery-Utility.

OnpepeneHue Bepcumn BctpoeHHoro MO ynpaBneHus c noMouwbio npunoxeHus Intel® SCS System Discovery Utility

BbixogHble paHHble npunoxeHus Intel® SCS System Discovery MoryT ncnonb3oBaTtbCa A5 onpeaeneHns Bepcumn BcTpoeHHoro MO
cucTeMsbl 1 ee NpuHaganexHocth K SKU ¢ dyHKumMaMu ynpasneHua. [laHHaa nHdopmMauma npeacTaBieHa B pasfene BbIXOAHbIX
JaHHbIX ManageabilityInfo. Ing NonyyYeHUs MHCTPYKLUMIA MO MCMOb30BAHMIO MPUAOKEHUA CM. pasgen Vcnosb3osaHue
npunoxeHusd Intel® SCS System Discovery Utility Ha cTp. 12.

3HayeHue FilVersion COAEPKUT AaHHbIE O BEPCUMN BCTPOEHHOrO N0, yCTaHOBAEHHOrO B @aHHbI MOMEHT Ha YCTPOWMCTBE. 3HaUYeHne
AMTSSKU COQEPKUT JaHHble 0 nopaepmeaeMoM SKU ¢ byHKLUMAMK ynpaBieHus, eciv npucyTcTyeT. lpoBepbTe 3HAYEHUS
FiWVersion U AMTSKU ANS onpeaeneHns Hamumsa ya3B1UMOCTU B Ballel CUCTeMe, Kak 3To npefcTasneHo B Tabnvua 6.

Tabauya 6. Kpumepul onpedeneHus ya3sumocmu, npedcmasneHHol e INTEL-SA-00075, ¢ nomowibto npunoxxeHus Intel® SCS System
Discovery Utility

NUmsa YassumocTb HeT yasBumocTtu
3HavyeHusA
AMTSKU Intel(R) Full AMT Manageability 3HayeHne AMTSKU oTcyTCcTBYeT B BbIXOAHbIX
Intel(R) Standard Manageability JaHHbIX
Mpenmyiectsa ans Manoro 6usHeca Intel(R) (SBA) -nnn-
3HavyeHna AMTSKU cneBa ¢ Bepcuelt BCTPOEHHOro
MprMep BbIXOAHbIX JaHHbIX: MO, KoTopoe He UMeeT yA3BMMOCTH
<ManageabilityInfo>
<AMTSKU=Intel(R) Full AMT Manageability </AMTSKU>
<AMTversion>11.0.0</AMTversion> MprMep BbIXOAHBIX JaHHbIX:
<FWVersion>11.0.0.1202</FWVersion> <ManageabilityInfo>
<FWVersion>9.0.13.1402</FWVersion>
FWVersion | BcrpoeHHoe MO SKU ¢ pyHKuMAMM ynpasneHus Bepcun BctpoeHHoro MO SKU ¢ pyHKumnamm

Intel® Bepcmit 6.x.x.x — 11.7.X.X CO 3HA4YEHNEM COOPKM
MeHee 3000

Mpumep: 9.5.22.1760

ynpasneHus Intel®:
e  6.XXX—11.7.X.X CO3HAYEHUAMU COOPKMU
6onee nnu pasHbiMm 3000
o [pumep: 11.6.27.3264
o 2.XXX —5.XXX
e 11.7.XXnnu Bbllwe


https://downloadcenter.intel.com/download/26691/Intel-SCS-System-Discovery-Utility
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MpuMeyvaHue. TexHonorua Intel® Small Business (SBT) npeactasnsieT co6oi SKU ¢ yHKLMAMM ynpaBieHna o1 TEXHONOM MK
MpeumylecTsa gns Manoro 6usHeca Intel® (SBA).

Ucnonb3oBaHue npunoxeHus Intel® SCS System Discovery Utility

CoxpaHeHMWe JaHHbIX TONIbKO B peecTpe

BbinonHuTe cnepytoLyo KOMaHAy U3 KOMaHAHOM CTPOKM C MpaBaMu agMUHUCTPaTopa A1a 3anycka npuaoxkenus Intel® System SCS
Discovery Utility n 3anucu gaHHbIX B peecTp:

SCSDiscovery.exe SystemDiscovery /nofile

CoxpaHeHue faHHbIX TonbKo B dann XML

Mcnonb3yinTe cnepytoyto KoMaHay Ana 3anycka npunoxeHus Intel® SCS System Discovery Utility u coxpaHeHus gaHHbIx B dpann
XML:

SCSDiscovery.exe SystemDiscovery <mmMmsa odamnna u nyTb> /noregistry

Nma danna v nyTb MOryT 6bITb JIOKaNbHBIMU MW Ha CeETEBOM pecypce. Ecau Bbl pelinte ncnonb3oBaTth CETEBOW pecypc, ybeanTech B
TOM, YTO Y4eTHas 3anucb, UCMoJblyemMan and 3anycka npunoxenus Intel® SCS System Discovery Utility, umeeT pa3spelueHne gna
3anuMcKn Ha 3ToM pecypce. Ecin Bbl He yKaxute uma danna n nyTo, ana danna XML 6yaeT ncnonb3oBaTbCa NOAHOE JOMEHHOE UMA, 1
OH ByJeT COXpaHeH B KaTasnore, cogepaliem npunoxerHue Intel® SCS System Discovery Utility.

CoxpaHeHue faHHbIX B peecTp 1 dann XML

Mcnonb3ynTe cnepytolyto KoMaHay And 3anycka npunoxerus Intel® SCS System Discovery Utility n coxpaHeHnsa aaHHbIX B peecTpe,
n dpanne XML

SCSDiscovery.exe SystemDiscovery <muMmsa odaijia ¥ OyTb>

Kak v B npeabiaylieM npumMepe, ec/iv Bbl He yKaxkuTe uma danna n nyTb, ans darnna XML 6yaeT ncnonb3oBaTbCca NOAHOE JOMEHHOE
MMSA, U OH ByaeT COXpaHeH B KaTasiore, cogepralleM npunoxeHue Intel® SCS System Discovery Utility.

PesynbraTtbl 3anycka npunoxeHus Intel® SCS System Discovery Utility

KonnyecTBo gaHHbIX, NONyYEHHbIX C NoOMoLbio NpunoxeHus Intel® SCS System Discovery Utility, 3aBucnT oT Hann4ums 3arpyeHHoro
B CMCTEMe CTeKa gpaneepa yHKuun ynpaenenus Intel. Echu gparieep nHtepdeiica Intel® Management Engine Interface (MEI) n
cny»6a npunoxeHns ynpasneHunsa u 6esonacHocTu Intel® LMS (Local Management Service) yctaHoBneHbI, 419 OTOOparkeHUs byaeT
[LOCTYNHO ropasfo 6osblue AaHHbIX. [peacTaBneHHbIe ganee pesynbTaThl NpeaHasHayYeHbl 4158 03HAKOMIEHWA C HECKOIbKUMM
Ba*KHbIMU NONAMU AAHHbIX, HEOOXOANMbBIMU A5 YCTPAHEHUS NPO6AEM HECAHKLMOHUPOBAHHOWM 3CKanaumm npmusunernn. ina
nosy4yeHus AOMNOJIHUTENIbHOM MHGOPMaLMKM O APYIUX MONAX AAHHBIX CM. [OKYMEHTaUMIO Ana npunoxeHusa Intel® SCS System
Discovery Utility. HekoTopsble 13 nonen MoOryT He NoafepXunBaTbCA NPOU3BOAUTENIEM CUCTEMBI.

PesynbTaThbl, COXpaHAeMble B peecTpe

CoxpaHsieMble B peecTpe pe3ybTaTbl HAXOAATCA B C/leAyOWEeM MEeCTOMONOXEHUM:
HKILM\Software\Intel\Setup and Configuration Software\SystemDiscovery

3HayeHuna pas3fenos:
NMa 3HaueHus Moppaspen peectpa OnucaHue 3Ha4YeHUA

FWVersion Manageabilitylnfo Bepcua BcTtpoeHHoro N0 Management Engine
AMTSKU Manageabilitylnfo MoppeprkmBaemMasn GyHKUMSA ynpaBaeHms, eCan JoCTynHa
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PesynbTathl B dparne XML

Bepcus BcTpoeHHoro MO Intel® Management Engine umeeT cneayowmin nyts B danne XML:

<SystemDiscovery>
<ManageabilityInfo>
<FWVersion> Homep Bepcum </FWVersion>

NopaeprknBaemasa GyHKUUA yNpaBaeHUs CUCTEMOW (ecnn AOCTYMHA) MMeeT cneaytowmi nyTe B panne XML:
<SystemDiscovery>
<ManageabilityInfo>
<AMTSKU> Uma byHkummu ynpasjenms </AMTSKU>

NMnopT 06HapyKeHHbIX CUCTEMHbBIX AaHHbIX B annapaTHy MHBeHTapusauyuio SCCM

Mpouecc c6opa 06HAPYHKMBAEMbIX CUCTEMHbIX AaHHbIX MOXET 6bITb aBTOMATU3UPOBaH C NOMOLLbIO AonosiHeHus Intel® SCS ana MO
Microsoft* System Center Configuration Manager (SCCM). Mocne ycTaHOBKW fOMNONHEHWE aBTOMAaTUYECKM PACNpPOCTPaHAETCS Ha
annapaTtHyto nHBeHTapu3aumo SCCM gns nobaBneHns obHapyKeHHbIX CUCTEMHBIX AAaHHbIX annapaTHOM MHBEHTapM3aL MK, a TaKxkKe
Co3AaHuA NocnefoBaTeNbHOCTEN 3a4a4, KOTOPble MOTYT UCMOb30BaThCA AJ/18 3aMyCKa CUCTEMHOIO OOHapPYXeHMA Ha Lieson
KOMNeKumn cnctem. HakonsneHHas Bo BpeMs 3TOro npouecca MHGopMauma MOXKET UCMONb30BaTbCA ANA CO3AaHUA Konnekumin SCCM
ANA OTNPaBKN O6HOBMEHUIN BCTPOeHHOro MO nan ycTpaHeHus ysa3BUMOCTEN COOTBETCTBYIOLLMX CUCTEM.

MakeT pononHeHus Intel® SCS ans MNO Microsoft SCCM pocTyneH Ha canTe:
https://downloadcenter.intel.com/download/26506/Intel-SCS-Add-on-for-Microsoft-System-Center-Configuration-Manager.

U3meHeHus ¢aitna MOF
//======= Intel-SA-00075 Start ====

#pragma namespace ("\\\\.\\root\\cimv2")
#pragma deleteclass ("INTEL SA 00075 ME Information", NOFAIL)
[DYNPROPS ]

Class INTEL SA 00075 ME Information

{

[key] string KeyName;

String MEVersion;

Uint32 MEVersionMajor;

Uint32 MEVersionMinor;

Uint32 MEVersionBuild;

Uint32 MEVersionRevision;

String MEDriverInstalled;

String MESKU;

String MEProvisioningState;

String LMSPresent;

String MicroLMSPresent;

String IsCCMDisabled;

String ControlMode;

String EHBCEnabled;

bi

[DYNPROPS]


https://downloadcenter.intel.com/download/26506/Intel-SCS-Add-on-for-Microsoft-System-Center-Configuration-Manager
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Instance of INTEL SA 00075 ME Information

{

KeyName="INTEL-SA-00075";

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|ME

Version") ,Dynamic, Provider ("RegPropProv")] MEVersion;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|ME Version
Major"),Dynamic, Provider ("RegPropProv") ] MEVersionMajor;

[PropertyContext ("Local |HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|ME Version
Minor"),Dynamic, Provider ("RegPropProv") ] MEVersionMinor;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|ME Version
Build"),Dynamic, Provider ("RegPropProv")] MEVersionBuild;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|ME Version
Revision"),Dynamic, Provider ("RegPropProv")] MEVersionRevision;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|ME Driver
Installed"),Dynamic, Provider ("RegPropProv")] MEDriverInstalled;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|ME

SKU") ,Dynamic, Provider ("RegPropProv")] MESKU;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|ME Provisioning
State"),Dynamic, Provider ("RegPropProv")] MEProvisioningState;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|LMS
Present"),Dynamic, Provider ("RegPropProv") ] LMSPresent;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|Micro LMS
Present"),Dynamic, Provider ("RegPropProv") ] MicroLMSPresent;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|Is CCM
Disabled"),Dynamic, Provider ("RegPropProv")] IsCCMDisabled;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information]|Control

Mode") ,Dynamic, Provider ("RegPropProv")] ControlMode;

[PropertyContext ("Local |[HKEY LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration
Software\\INTEL-SA-00075 Discovery Tool\\ME Information|EHBC
Enabled"),Dynamic, Provider ("RegPropProv")] EHBCEnabled;

}i

//======= Intel-SA-00075 End ====
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MMnopTt annapatHoi uHBeHTapusauum INTEL-SA-00075

#pragma namespace ("\\\\.\\root\\cimv2\\SMS")

#pragma deleteclass("INTEL_SA_00075_ME_Information", NOFAIL)
[SMS_Report(TRUE),SMS_Group_Name("INTEL_SA_00075_ME_Information"),SMS_Class_ID("INTEL_SA_00075_ME_Information"),
SMS_Context_1("__ProviderArchitecture=32|uint32"),
SMS_Context_2("__RequiredArchitecture=true|boolean")]
Class INTEL_SA_00075_ME_Information: SMS_Class_Template
{

[SMS_Report(TRUE),key] string KeyName;

[SMS_Report(TRUE)] String MEVersion;

[SMS_Report(TRUE)] Uint32 MEVersionMajor;
[SMS_Report(TRUE)] Uint32 MEVersionMinor;
[SMS_Report(TRUE)] Uint32 MEVersionBuild;
[SMS_Report(TRUE)] Uint32 MEVersionRevision;
[SMS_Report(TRUE)] String MEDriverinstalled;
[SMS_Report(TRUE)] String MESKU;

[SMS_Report(TRUE)] String MEProvisioningState;
[SMS_Report(TRUE)] String LMSPresent;

[SMS_Report(TRUE)] String MicroLMSPresent;
[SMS_Report(TRUE)] String IsCCMDisabled;
[SMS_Report(TRUE)] String ControlMode;

[SMS_Report(TRUE)] String EHBCEnabled;

by

KomaHgHbI1 ¢painn INTEL-SA-00075.bat

@echo off

.\Intel-SA-00075-console

SET EL=%ERRORLEVEL%

rem Schedule HW inventory

SET HWInventoryGUID="{00000000-0000-0000-0000-000000000001}"

wmic /IMPLEVEL:Impersonate /AUTHLEVEL:Pktprivacy /namespace:\\root\ccm path sms client CALL
TriggerSchedule $HWInventoryGUID% /NOINTERACTIVE

echo Exit code: SEL%

exit SEL%S

MpuMepbl Konnekuun 3anpocos

MoprotoBneHHblIe KOMMNbIOTEPbI

select * from SMS R System inner join SMS G System INTEL SA 00075 ME Information on
SMS G System INTEL SA 00075 ME Information.ResourcelID = SMS R System.Resourceld where
SMS G System INTEL SA 00075 ME Information.MEProvisioningState = "Provisioned"

Wcnonb3zosaHne LMS

select * from SMS R System inner join SMS G System INTEL SA 00075 ME Information on
SMS G System INTEL SA 00075 ME Information.ResourcelId = SMS R System.Resourceld where
SMS G System INTEL SA 00075 ME Information.LMSPresent = "Running" or

SMS G System INTEL SA 00075 ME Information.MicroLMSPresent = "Running"



PyKOBOACTBO N0 O6HAPYKEHUIO U YCTPAHEHUIO YA3SBUMOCTEMN 17

WHOOPMALIMA, MPUBEAEHHASA B 3TOM [JOKYMEHTE, OTHOCUTCA K COOTBETCTBYIOLLEN MPOAYKLUMMW INTEL". 3TOT [JIOKYMEHT HE NPELOCTAB/IAET HUKAKOW JIMLEH3UW, NMPAMOW NN
KOCBEHHOW A9 NPAB HA UHTEINIEKTYAJIbHYIO COBCTBEHHOCTb. 3A UCK/IFOYEHWEM CUTYALIMI, HEMOCPEACTBEHHO OrOBOPEHHbIX B YC/IOBUAX MPOAAXN COOTBETCTBYIOLLEN
NPOAYKLMM INTEL, KOPMOPALMSA INTEL HE HECET HUKAKOW OTBETCTBEHHOCTM W HE NPEAOCTAB/IAET NMPAMOW UAN KOCBEHHOW FTAPAHTUW B OTHOLLEHWW NMPOLAMM /WU
MCNO/Ib30BAHNA NMPOAYKUMW INTEL, B YACTHOCTU, HE HECET OTBETCTBEHHOCTW 3A MPUFOAHOCTbL NMPOAYKUMW ONA PEWEHMA KOHKPETHbIX 3AAAY, OKYNAEMOCTb N
HE3ABNCMMOCTb OT NATEHTOB,

ABTOPCKUX MPAB W/IN IPYTUX MPAB HA UHTE/IEKTYA/IbHYIO COBCTBEHHOCTb. EC/IN MHOE HE NPEACTABJIEHO B NMUCbMEHHOM BU/E KOPMOPALMEW INTEL, MPOAYKTbI INTEL HE
NPEAHA3HAYEHbI /191 UICMO/Ib3OBAHUA B CUCTEMAX, B KOTOPbIX HEMCMPABHOCTb MPOAYKLMM INTEL MOMKET NMPUBECTU K CUTYALIUW, KOTOPAA MOXKET CTATb MPUYMHOWN TPABM
WU CMEPTW.

JoCTYynHOCTb GYHKLMIA 1 NpenMyLLecTB TexHonorui Intel 3aBUCUT OT KOHUrypaLMmM cUCTEMBI, @ ANA UX PaboTbl MOXKeT NoTpeboBaTbCA 060pyAOBaHME, NPOrpaMMHoe obecneyeHune Unm
aKTMBaLuA cepBUCOB. [oKasaTeNn NPOU3BOANTENBHOCTU MOTYT M3MEHATLCA B 3aBUCUMOCTU OT KOHOUIypaLum cucteMbl. HU 0aHa BbIYMCIUTENbHAA CUCTEMA HE MOXKET 6biTb MOHOCTbIO
3awmleHa. MPOKOHCYNbTUPYITECh Y NPOV3BOAUTENA UM NPOJaBLIA CUCTEMbI, UM 03HAaKOMUTECh C MHOPMaLMeit Ha Be6-caitTe intel.com.

© Kopnopauus Intel, 2017 r. Bce npaBa 3awmiieHsl. Intel n norotun Intel apnatotca ToBapHbIMUM 3HaKaMu koprniopaumn Intel B CLUA n/wnu apyrux ctpaHax.

* ,D,pyrwe HaMeHOBaHMA U TOBapHbl€ 3HaKWN ABNAKOTCA COBCTBEHHOCTbLIO CBOMX 3aKOHHbIX Bnagenbues.



